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COBPEMEHHDBIE ITPOBJIEMbI
KPUMHWHAJIMCTHYECKOI'O OBECIIEYEHHUA
BOPbBbI C HE3AKOHHBIMU OPTAHU3ALIMEN
WU NNPOBEJAEHHUEM A3APTHBIX UT'P

Kak m3BecTHO, azapTHBIE WTPbl NPHUBICKAIOT WX OPTaHW3aTOPOB BO3-
MOXHOCTBIO TOy4€HHs HECOPAa3MEPHBIX CYMM IIPHOBUIN BIOXKEHUSM, HeE-
00XOMMBIM ISl OPTaHW3aIMK M MPOBEJCHUS a3apTHBIX UTP, B MPENEIHHO
KOpPOTKHE CPOKHU. ExxeMecsiuHbIi ypOBEHb J0X0J1a OTHOTO UTOPHOTO 3aBeie-
HUSL MOXKET UCUUCIAThCA MIJUIMOHaMHU pyOuseit. B cBsa3u ¢ npunstuem De-
nepanbHoro 3akoHa Poccutickoit @eneparmu ot 29 nexadpst 2006 1. Ne 244-
@3 «O rocynapCTBEHHOM PETyIHPOBaHHUU AEATEIBHOCTH MO OpPTaHU3aLNuU
U TIPOBEACHUIO a3apTHBIX UTP M O BHECEHWH M3MECHEHHH B HEKOTOpBIC 3a-
KoHomartenbHble akThl Poccuiickoit denepanum», OrpaHUYUBAIONIM IIPO-
BeJICHME a3apTHBIX UTp Ha Tepputopun Poccuiickoit ®enepanuu [1], mpe-
HUMYIIECTBEHHOE OOJIBITMHCTBO UTOPHBIX 3aBEJCHUN CTalIH HeJleralbHbIMH.
Cankuuu, npexycMoTpeHHsle cT. 171.2 YronoBHoro xoaekca Poccuiickoit
Oeneparnuu (YK PO), 3anpemaromeil opranu3aniio 1 (WIKM) TpoBeAeHUE
UTP C UCTIONIB30BaHUEM UTPOBOTO 0OOPYIOBAHUS BHE UTOPHOM 30HBI THOO C
UCIIONIb30BaHUEM MH()OPMAMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETEH, B TOM
yucie cetd VIHTepHeT, Cpe/iCTB CBSI3U, B TOM YHCJIE ITOJBHXHOM, 1100 Oe3
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MOJYYEHHOTO B YCTAHOBJICHHOM MOPSAKE pa3pelieHus Ha OCYIIECTBICHUE
JIeSITENIbHOCTH 10 OPTaHU3allMy U MPOBEJEHHIO a3apTHBIX MIP B MIOPHOU
30HE, COMPSDKCHHOE C M3BJICUYEHHEM JOXOJa B KPYITHOM U 0CO00 KPYITHOM
pa3mepe, 1100 COBEepIIEHHBIE OpPTaHH30BaHHOW TPyIIoi [2], 4acTo He oCTa-
HaBJIMBAIOT OPraHU3aTOPOB a3apTHBIX UTP, OCJEIJICHHBIX IEPCIEKTHBOMN
MOy YESHHS KOJIOCCATBHON TPHUOBLITH.

C 11e71b10 YKIIOHEHHUS OT YTOJIOBHOM OTBETCTBEHHOCTH M IPUAAHUS ITPO-
BOJMMBIM a3apTHBIM UIpaM BHJIA JIETAILHOW NIESTEIbHOCTH UTOpHbBIE 3a-
BEJCHHUS MaCKHPYIOTCS IO MHTepHET-Kade, KOMIBIOTepHBIE KIIyOBl U TI0-
JIOOHBIE 3aBE/IEHHsI, B KOTOPBIX SIKOOBI OCYILIECTBIISIETCS TPEIOCTaBICHHE
YCIIYT TIO MCTIOIb30BaHUIO0 KOMIIBIOTEPOB C BO3MOKHOCTBIO BBIXO/Ia B CETh
WnTeprer [3, c. 110].

B kadecTBe mprMepa MOXKHO PacCMOTPETh MPECTYIHYIO AEATEIBHOCTh
OpPTraHN30BaHHOW TPYIIIHI JIUI], HE3aKOHHO MTPOBOAMBIINX a3apTHHIE TPl HA
tepputopuu Pecriyonuku Kpeim 1 r. CeBacTomnosnsi, KOTOpble apeH 10BaJIH 110~
MEILEHUS, PacIojiaraBIIKecsi B MECTaX MaCCOBOTO CKOILJICHUS JIIO/IEH, B paii-
OHE aBTOBOK3aJIOB M PHIHKOB, pa3MeIaiy Ha BXOJIC B TIOMEIIECHHS BEIBECKH C
Hannuceio « WebMoney, kiubeporuiaray, a B yKa3aHHbBIX TOMEIICHUX (HaKTh-
YEeCKH MPOBOJIMIIN a3apTHBIE UTPHI C HCIIONB30BaHUEM ceTH VIHTepHeT.

Bonpocam BEISBIIEHHS, PacKpPBITHS W PacclieIOBaHHUS HE3aKOHHBIX Op-
TaHW3alMU U TPOBEJICHNS a3apTHBIX U IOCBSIIEHBI TPYbl COBPEMEHHBIX
y4eHbIX-KpuMuHanucToB A.A. Jluteuna, H.B. Mamunckoii, O.B. VYcenko,
0O.10. AnTonoBa, A.I'. Cebsikuna, O.I1. Haymenko u mp.

OnHako 001aCTh KPUMHUHATUCTUYECKOTO 00eCTIedeHH s TPOTUBOICHCTBUS
HE3aKOHHBIM a3apTHBIM UTPaM, 110 HaIlleMy MHEHHIO, TpeOyeT JOTOTHUTENb-
HOro, OoJiee ITyOOKOTO M3yuYeHHMs, TaK KaKk B HACTOSIEEe BPEMsi BO3HUKAET
PSA TPYAHOCTEH OpPraHU3aIIOHHO-IIPABOBOTO, KPHMHUHAINCTHIECKOTO U Me-
TOJOJIOTUIECKOTO XapakTepa B cpepe O0pHOBI C TaHHOH KaTeropuel mpecry-
mieHun [4, ¢. 61].

[Ipectynnenus, cBI3aHHBIE C HE3aKOHHBIM HTOPHBIM OHM3HECOM, HOCST
JIOCTaTOYHO BBICOKMH JIaTeHTHBIN XapakTep. Kak yka3plBaioch BbIILIE, Op-
raHW3aTOPbl HE3aKOHHBIX MTOPHBIX 3aBEICHUH BCSYECKH MAcCKHPYIOT CBOIO
JeSITeTPHOCTh, 00eCIeYynBarOT ee 0e30MacHOCTh YCTAaHOBKOW KaMep BUIEO-
HaOJIO/ICHN S, IEKTPUYECKUX 3aMKOB, HCIIOIb30BAaHUEM ONpPE/ENICHHBIX I1a-
poIeit s BXOa UTPOKOB B TIOMEIICHHS, TIPH 5TOM B IIPEHMYIIECTBCHHOM
OONBIIMHCTBE OHH HE 00XOMIATCS 0e3 IMOMOIIN «HE YHCTHIX Ha PYKY» COTPY-
HHKOB ITPaBOOXPAHUTENBLHBIX OPTraHOB, KOTOPBIE 3apaHee X MPpeIynpexIaoT
0 TUTAaHUPYEMBIX IPOBEPKAaX U MOMOTAIOT M30eXKaTh YTOIOBHON OTBETCTBEH-
HOCTH, €CJIM TaKas IPOBEpKa y>Ke POH30IILIa.

B nocnenHee Bpemst OpraHn3aTopbl HE3aKOHHBIX a3apTHBIX UTP 4acTO UC-
TIOJIB3YIOT OOBIYHBIC MTEPCOHANBHBIE KOMITBIOTEPHI, IMOIKII0YacMble K CETH
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WHTepHeT, a He CreUaIn3UPOBAHHBIC UTPOBBIC aBTOMATHI, YTO yCIOXKHSET
MOJTyYeHHE MaTepUaIbHBIX CIIE/I0B COBEPIIECHHBIX MPECTYIHBIX JAESHUHN I0-
CJIe OTKIIFOYEHUS! OT CETH 3JICKTPOINUTAHUS U U3BSITHS TAKOTO 000PYyI0BAHMUS.
Kpome Toro, HepeaKo BO3HUKAIOT TEXHHYECKHE TPYAHOCTH YCTaHOBIIEHUS
MECTOHAaXOXKIICHUS YJAJICHHBIX CEPBEPOB, C UCIIOIb30BAaHNEM KOTOPBIX HPO-
BOIISITCS a3apTHEIE UTPHI [5, c. 99].

IIpu npoBeneHUM CIEACTBEHHBIX NEHMCTBUN BO BpEMs paccieioBaHUs
MIPECTYIUIEHUH B cepe UTOPHOH NEeATETBHOCTH 0co0asi poib OTBOIAUTCS
(hUKCcaMK U W3BATUIO DJIEKTPOHHBIX CJIEAO0B, KOTOPbIE IPHOOMIAIOTCS K
YTOJIOBHOMY JIeNly B KadecTBe J0Ka3arenbcTB. [lo MHEHMIO KOopHdes KpH-
muHanuctuky P.C. benkuna, KpuMHHAIMCTHYECKH 3HaYMMas HH(opManus
o3Ha4aeT Jr00y0 HH()OPMALUIO, UCIIONIL3YEMYIO ISl pELIeHNs] KpUMHHAIH-
CTHYECKHX 33j1a4 [6, ¢. 237].

Kak noka3ssiBaeT npakTHKa paccieoBaHus IPECTYIUIEHHH B paccMaTpH-
Baemoii cepe, Hanbomee F3PPEeKTHBHBIM CIOCOOOM COXpaHEHHs TUPPOBOH
nH}pOpPMaLUH, KOTOPYIO MOXKHO OYJIET HCIIOJIBb30BaTh B KAYECTBE JI0Ka3aTelb-
CTBa HE3aKOHHOTO MPOBEACHUS a3apTHBIX UTP, SIBISIETCS (PUKCAIUS UTPOBO-
TO MpoLEecca B MOMEHT HEMOCPEACTBEHHOTO (DYHKIIMOHUPOBAHHUSI UTOPHOTO
000py/IOBaHUS B UTPOBOM 3aJIe.

BBuay TOro 4To OpraHM3aTOpPBl HE3AKOHHBIX A3aPTHBIX WIP, UCHONIB3YS
Kamepbl BU/ICOHA0IIO/ICHNUS], YCTaHOBJIEHHBIE KaK Ha BXOJIE, TaK U BHYTPH I10-
MEIEHUH, B KOTOPBIX IIPOBOASATCS a3apTHBIE UTPbI, H300paKeHNE C KOTOPBIX
IIPY TIOMOIIY CTICIHaIbHBIX MPHUIOKEHUI BHIBOANUTCS Ha dKpaH cMapTdoHa,
MOT'YT HaOJIIO/IaTh O ITPOUCXO/IAIIEM B TAKUX 3aBEICHUSIX B OHJIAWH-PEKIME
U JAUCTAHIIMOHHO PYKOBOIUTH JNECHCTBHUSAMH aIMUHHCTPATOPOB, KACCHPOB U
WHBIX JIUII, 00€CIEeYNBAIOIINUX ITPOBEJICHNUE a3apTHBIX HUTP.

Tak, HanpuMep, IpU MPOBEAECHUH OCMOTPa OAHOTO M3 MTOPHBIX 3aBeie-
Huil, pacnionoxeHHbIX B T. Kepun Pecy6muxu KpbiM, opranuzaTtop, Haxoaschk
Ha TeppuTOpHuH T. SnThI, HAOMIONAsA 32 MPOMCXOAAIINM Yepe3 CHennalbHOe
MIPUIIOXKEHNE, Tl YKa3aHWEe aJIMHHNACTPATOPY OTKIIIOUUTH PYOWIIBHHK 3JIEK-
TPONMTAHUS CETH, K KOTOPOH OBLIO MOAKIIOYEHO MIOpHOE 000pYHIOBaHUE.
B nampHeiimem, Tpu NPOBEOCHUU CYHEOHOH KOMITBIOTEPHO-TEXHHYECKOH
9KCIIEPTH3bI U3BATOTO HTOPHOTO 00OPYIOBAHMS, YCTAaHOBJIEHO, YTO OCHOBHAS
YaCTh 3JICKTPOHHO-IIM(POBBIX CIEIOB HE COXPAHMIACH Ha KECTKHUX AHNCKaX
KOMITBIOTEPOB, YTO HE MO3BOJMJIO IKCIIEPTY OTBETUTH Ha BONPOCHI O TOM,
SIBIISICTCSI JIM [IPEZICTABICHHOE 000pyIOBaHNE UTPOBBIM [7, ¢. 156].

B ocHOBY 00BHHEHUS TaHHOTO YTOJIOBHOTO JEJa JIETIO 3aKII0YEHHE Cy-
JIeOHOM KOMITBIOTEPHO-TEXHUYECKOI 9KCIIePTU3bI, IIPOBEICHHON Ha OCHOBA-
HUM Buieo(aiiyioB ¢ 3aNMChIO MPOIEcca a3apTHBIX UTP, IPOBOAUMBIX B yKa-
3aHHOM MT'OPHOM 3aBE€/ICHHH, TOJIyYEHHBIX 3a0J1arOBPEMEHHO JI0 IPOBEICHNUS
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ocMoTpa. ComtacHO 3aKITIOUYEHHIO HKCIIEPTA, IPOTPaMMBbl, 0TOOpasKeHHBIE Ha
Buzeo(aiinax, Mpu3HaHbl UTPOBBIMU M TPEIHA3HAYCHHBIMH JUIS OpraHH3a-
I[UM a3apPTHBIX UTP C BBIIUIATOM BO3HATrPaXAEHUS 110 pe3ynbTaTaM Urpsl [8].

C nenpro MaKCHMaJIBHOTO COXPAHEHMS SIIEKTPOHHO-LIU(POBHIX CIEIOB,
MOATBEP)KIAIOMINX TPOBEJICHNE a3apTHBIX WIP, BBIXOA B ceTh VMHTEpHET U
MOKJIIOYEHNE UTOPHOTO 00OPYIOBaHUS K yHaJeHHBIM CepBepaM, 110 Harlle-
My MHEHHIO, I IUTAHUPOBAaHWU TAKTHYECKUX KOMOWHAIMIl M TOITOTOBKE
K OCMOTpY, II€JIECO00Pa3HO MOIYYNTh CXEMy CETH EKTPONHUTAHHMS, TIaH-
CXeMy TOMEIIEHUs C PaclONOKEHUEM KOMHAT U Pa3MELICHHbIM HUTOPHBIM
000pyIOBaHUEM, YCTAaHOBHTH HPENIONAracMOe MECTOHAXOXKICHHE JIHIL,
o0ecIieunBalONX NPOBEICHUE a3apTHBIX UTP, B LEJAX BOSMOXKHOCTH OJI0-
KHPOBAaHUS MX MEPEIBIDKCHHUS U HCKIIIOYEHUS BO3MOXKHOTO OTKITIOYECHUS
UTPOBOTO O0OPYZOBAHUS OT CETH MEKTPONUTAHHS.

OcMOTp MecTa IPOUCHIECTBHUS, B X0JI€ KOTOPOTO OCYIIECTBIIACTCS U3bATHE
UTOPHOTO 000PYI0BaHMs1, CPEJICTB CBSI3H, AIEKTPOHHBIX HOCUTEIIeH HH(pOpMa-
I[Y B HE3aKOHHBIX HTOPHBIX 3aBEICHUSIX, HEOOXOIMMO NPOBOJUTH C YIaCTHEM
CTIeaIicTa B 001aCTH KOMITBIOTEPHBIX TEXHOJOTHH, ClielHaIbHbIC 3HAHUS
KOTOPOTO MOMOTYT Ka4€CTBEHHO M CBOEBPEMEHHO YCTAHOBUTH U 3a()MKCHUPO-
BaTh 3JIEKTPOHHO-IM(POBBIE CIIEIBI, MTOATBEPKAAIONINE (DAKThI ITPOBEACHUS
a3apTHBIX WIP, a TAKKE ITOTYYUTh CTATUCTUUECKHE JAaHHBIC, ITO3BOJISIOLINE
OTIPEAETNTE Pa3Mep U3BJICUEHHOTO foxoaa. [Ipu 3ToM 0CMOTp U U3BSTHE UTOP-
HOTO 000pPYZIOBaHUSI PEKOMEH/IYEeTCSI TIPOBOJIUTE BO BPEMSI €10 HEMOCPEICTBCH-
HOH SKCIUTyaTalluy IPH YCIOBHUH TTOIKTIOUeHHs K cetn MHTepHer [9, c. 82].

CornacHo crarucTruyeckuM aanubsiM CyneoHoro Jlenapramenra mpu Bep-
xoBHOM Cyne P®, 32 He3akOHHbBIE OpraHH3aLMI0 U IPOBEACHHE a3apTHHIX
urp Ha Tepputopun PO B 2017 r. o ct. 171.2 YK P® ocyxaeno 1 378 nun, B
2018 . —1093,820191.—-1067,82020 . — 762, B 2021 1. — 946 [10].

AHanusupys cyaeOHyI0 IpakTHKy B c(epe UTOpPHOro OW3Heca, MOXKHO
c/ieNaTh BBIBOJ: B IIPEHMYIIIECTBEHHOM OOJIBIIMHCTBE BBISBICHHBIX (DaKTOB
HE3aKOHHBIX OpPTaHU3allUM U MPOBEACHUS a3apTHBIX UIP B OKPYKCHMH HX
OPraHU3aTOPOB IIPUCYTCTBYIOT NMPEACTABUTENN IIPAaBOOXPAHUTENBHBIX Opra-
HOB, TIBITAIOIINXCS PA3IMIHBIMH CIIOCOOaMH OKa3aTh UM COJEHCTBHE B yX0JIe
OT YTOJIOBHOM OTBETCTBEHHOCTH 3a COBEPILIAEMbIE NIPECTYIHbIE JESTHUS.

Jnst obecrniedeHns NpUBIICYSHNUS K YTOJIOBHOM OTBETCTBEHHOCTH OpPTaHH-
3aTOPOB HE3aKOHHBIX a3apTHBIX WUTP, MMEIOIINX TaK HAa3bIBACMBIX ITOKPOBH-
TeJlei, 0 HalleMy MHEHUIO, P IJIAHUPOBAHUH TaKTUYECKUX KOMOMHAIMN
HEeoOX0MMO 3a/1eificTBOBaTh HanOoOJIEE ONBITHBIX, IIPOBEPEHHBIX U JOOPOCO-
BECTHBIX COTPYJHHKOB, HE JOIyCKaTh pa3NIalllCHNsl CBEICHNUH O IUIaHupye-
MBIX IIPOBEPKax JHII, He UMEIONINX K HUM oTHomeHus [11, c. 93].
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IMonBoas WTOTH, KOHCTAaTHPYEM TakOd BBIBOA: B COBPEMEHHBIX pPeaji-
SIX OpraHMW3aToOpbl HE3aKOHHBIX a3apTHBIX HMIP MOCTOSHHO COBEPIICHCTBY-
FOT COCOOBI YKIOHEHHsI OT YTOJOBHON OTBETCTBEHHOCTH, HCIIONB3YS BO3-
MOYKHOCTHU TEJIEKOMMYHHKAIMOHHBIX CETeH, MPoGENbl B 3aKOHOAATENBCTBE,
a TaKXKe yCIIYyTd HePaJUBBIX COTPYIHUKOB IIPABOOXPAHUTEIBHBIX OPTaHOB.

st HanGonee ahexTHBHON M 6ECKOMIIPOMUCCHOM OOpBOBI ¢ HE3aKOH-
HBIMH OpraHM3alell ¥ MPOBEICHUEM a3apTHBIX WIP, [0 HALIEMy MHCHHIO,
HEoOXOIMMO Ha MOCTOSHHOM OCHOBE aHAIM3WPOBATH ONEPaTHBHYIO 00cCTa-
HOBKY B JJaHHO# cepe, oOpaiasi BHUIMaHHE Ha JIMII, paHEe MPHUBICKABIINX-
Cs K YTOJIOBHOI OTBETCTBEHHOCTH 3a IIPECTYIUICHUs JAHHOU KaTeropuu, Ha
npeaMET peuuanBa, COBEPHICHCTBOBATh TAKTUYCCKHUEC PCKOMEHAAINU U ME-
TOAWKH BBISABJICHUA, PACKPBITUA U paCCICIOBaHUA HpeCTyHHeHHﬁ, CBs3aH-
HBIX C UTOPHBIM 6H3HeCOM, yCTaHaBJIMBATh BCCX MPUYACTHBIX JIUIL IJIA IIPpU-
BJICUCHUS K yFOHOBHOﬁ OTBCTCTBCHHOCTH KaXXJOT'O MPECTYIMHUKA.
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B.JI I'puzoposuu, A.B. Xooacesuu

BHUPTYAJIbHOE HTPOBOE UMYUHIECTBO:
INEPCIIEKTHUBbI IIPABOBOTI'O PET'Y/IMPOBAHHUA
110 AEJIAM O XUHIEHUAX UMYILIECTBA
MYTEM MOJAU®UKAIIMA KOMIIbIOTEPHO HH®OPMAILIUH

B snioxy pa3BuTHs HHOOPMAIIMOHHBIX TEXHOJIOIMH XUILIEHNE UMYIIIECTBa
nyTeM MoAM(GUKALUK KOMIBIOTEPHOH HH(OPMAIMK NOIYYHIIO PacIpoCTpa-
HCHUEC U CTAHOBUTCS BCC 6onee MPUBJICKATCIbBHBIM JJI4 3JIOYMbBIINIJICHHUKOB.
IIpu coBeplIeHNH YKa3aHHOIO XMILEHUS IPEIMETOM IPECTYILUIEHUS MOXKET
SBJIATHCS KAK CaMO MMYIIECTBO, TaK M IpaBo Ha Hero. OnHako 1npu nudpo-
BU3AIIMHU IPOLIECCOB, MPOUCXOISIINX B O0IECTBE U SKOHOMHUKE, TTOSIBIISIFOTCS
IpeJMeThl UMYLIECTBEHHOIO 000pOTa, KOTOpble 001aJal0T IIEHHOCTBIO, HO B
CBSI3M C OCOOEHHOCTBIO MX XapaKTEPUCTHK HE MOJIyYHIIH JOJDKHOTO MpPaBo-
BOro perynupoBanus. K TakuMm mpeameraM, B 4aCTHOCTH, MOXKHO OTHECTHU
BUPTYaJIbHOE MIPOBOE MMYIIECTBO — TAaHKH, OpPY)XKHE, CHapshDKEHHE Iepco-
Ha)Kell KOMIIBIOTEPHBIX UTP: OHO MOXMIIAETCS Y CBOMX BJIaZEibLIEB NPHU CO-
BEPILICHUU TeX MO0 MHBIX JEHCTBUH B aKKayHTE KOMIIBIOTEPHOTO UTPOKa,
a 3aTeM IIPOTUBOIIPABHO MCIIONIB3YyEeTCs Apyrumu aunamu. IIpu paccmorpe-
HUH 3asBJICHUN TpaxJIaH 1o (akTaM IMPOTUBOIPABHOIO 3aBJIAJICHUS] BUPTY-
AJIbHBIM UI'POBBIM MUMYHICCTBOM HEPEAKO BO3HUKAIOT BOMPOCHI, MOXHO JIN
BUPTYaJIbHBIC UTPOBLIC O6’beKTI)I OTHECTHU K MNOHATHIO «UMYLICCTBO» U MO-
KET JIM TAKOC KUMYILIECTBO» OBITh mpeaAMETOM XUIIECHUS UMYIICCTBA IYyTEM
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