MpaBOMPUMEHUTENBHOIM NpakTukW. Takum 0Bpa3oM, yronoBHO-NpaBoBas npobrnematuka OTBETCTBEHHOCTU HECOBEPLUEHHOMETHUX Ha
YPOBHe MOHOrpathM4ECKX 1 AUCCEPTaLMOHHbIX MCCIEfOBaHMA paspaboTaHa HeLOCTATO4HO.

YKka3aHHble 00CTOSTENbCTBA NOLYEPKMBAIOT BaXHOCTb AaNbHEMLIEro HayYHOro UCCNeaoBaHnst OTAENbHbIX acNeKkToB paccMma-
TpuBaemol npobrnembl. Tak, NpeAcTaBnseTcs HeobXoaNMbIM: aTb HA OCHOBE KOMMMEKCHOrO WCCNEAOBAHMS YrONOBHO-NPABOBYH
XapaKTepuUCTUKy HEKOTOPbIM TEOPETUYECKUM M MPUKNAZHBIM acnekTam YronoBHOA OTBETCTBEHHOCTW NNL, COBEPLUMBLUMX MPECTY-
MneHUs B BO3pacTe [0 BOCEMHAALATU NET; OCYLIECTBUTL aHanm3 ahdeKTMBHOCTM YroNOBHOMO 3aKOHa; UCCNefoBaTb HEKOTOPbIE
WHCTUTYTbI U OTAENbHBIE HOPMbI OTEYECTBEHHOTO U 3apyBEXHOr0 3aKOHOLATENLCTBRA, PErNaMeHTUPYHOLLEro 0COBEHHOCTU YTONOBHOM
OTBETCTBEHHOCTU HECOBEPLUEHHOMETHUX U OMPEAENUTL TEHAEHLMM €T0 PA3BUTHSE; M3Y4UTh NPAKTUKY NPUMEHEHUS OTAEMbHBIX HOPM
YK B OTHOLLIEHU NWLL, COBEPLLMBLUMX MPECTYNIIEHNS B BO3paCTe A0 BOCEMHAALATM NET.

OT4EeNbHOrO Hay4HOro OCMbICTeHUs TPEBYOT BOMPOChl AnddepeHLMaLmnN YronoBHO OTBETCTBEHHOCTH HECOBEPLLEHHOMNET-
HUX NpaBOHaPYLLMTENEN C NO3WLMW NPUHLIMMOB ryMaHU3Ma W1 CNpaBeAny1BOCTY YTONIOBHOTO 3aKOHa, a TaKKe C YY4ETOM WX FeHAEPHO-
(hM3MONOTMHECKNX 1 BO3PACTHbIX 0COBEHHOCTEA.

KomnnekcHoe 1ccreaoBaHme ykasaHHbIX acnekToB MOXET CTaTb OCHOBOW s pa3paboTkv NPenoXeHNi 1 peKOMEHALMIA N0 ONTu-
MM3aLMK HOPM YrOMOBHOTO 3aKOHOAATENbCTBA, 0TBEYAIOLLMX COBPEMEHHOMY NPOTUBOLEACTBII MPECTYNHOCTI HECOBEPLLEHHOMETHMX.

YOK 343.5
X.A. bopucoea

BIIMAHUE COLIMAIBbHbBIX CETEW HA COCTOSAAHUE NPECTYMHOCTU
MPOTUB OBLLECTBEHHOIO NOPAAKA U HPABCTBEHHOCTH

MpecTynneHns npoTue obLLECTBEHHOMO NOpsiaka 1 06LLECTBEHHON HPABCTBEHHOCTM 0b6beauHeHbl B . 30 YK Pecnybnukm be-
napycb. Wx yaenbHbIn BeC B 06LLEM YUCTIEe 3apernCTpMpOBaHHbIX MPECTYNNEHN 0CTAeTCs CTabUNbHO BbICOKUM Ha MPOTSKEHWM MHO-
rvx net. Tak, no cratuctieckum gaHHsim MB[1 Pecnybnnku Benapyck, u3 86,3 Tbic. npecTynneHui, 3apeructpupoBaHHbix B 2017 .,
TONMBKO XyNMraHcTBa cocTaensoT bonee 4 Toic. (Temn ux npupocta k 2016 1. — 2 %).

B uensx 6opbObl € ykasaHHbIM BUAOM NPECTYMNHOCTH W BbISIBIEHUS! [ETEPMUHUPYIOLLMX €€ (DAKTOPOB NpeafnaraeM pacCMOTpETb
BNUSIHWE COLMAnbHbIX CETel Ha €e COCTOSHWUE U BO3MOXHOCTb WX UCMONb30BAHUS MPU COBEPLUEHUW KOHKPETHBIX MPEecTynneHui,
npegycmoTperHbix . 30 YK.

ACKMounTENbHBIN LMHU3M W MHbIE XapaKTepHbIE MPU3HAKN paccMaTpUBaeMOro BiAa NPECTYMHOCTY BbI3bIBAKOT LUMPOKMIA 0bLLe-
CTBEHHbI PE30HAHC, KOTOPbIN YacTo ABMSETCS KOHEYHOW Lienblo ykasaHHbIX fesiHui. Tak, B MONOJEXHOW W NoapoCTKOBOW cpe-
A€ pacnpoCTpaHeHHbIM SBMSETCS XeNaHue BblAEenUTbCA Cpean CBEPCTHUKOB MpuW moMmowy xamna (aHrm. hype — 6e3sacteHuuBo,
KPUKIMBO pacxBanu1eath, peknaMmupoBaTh). B B3N ¢ aTUm CoBepLUAOTCA Aep3Kie NoCTynku, rpybo HapyLatowme obLeCcTBEHHbIA
nopsifoK, B MPOLIECCe KOTOPbIX NMPOM3BOAUTCS (DOTOCHEMKA UMK BUAE03anuCh N1 NOCMeayioLlero pasmelleHns B ceT VHTepHeT.
A couuanbHble ceTh BBUIY LIMPOKOTO OXBaTa ayaAUTOPUM W HANNYus pa3BeTBNEHHON KOMMYHWUKALMOHHON UHGPACTPYKTYPbI aKTUBHO
CnocobCTBYHOT PacnpoCTPaHEHMIO MHGhOpMaLMK 0 NOJOOHbIX JESHUSX W, Kak CriecTBMe, BO3DYKAAIOT XenaHue coBepLInTb (nmbo
MOBTOPUTB) MX Y OPYTWX ML, CTPEMALLMXCS K BOCTWKEHMIO TAKOW XK COMHUTENBHON MOMyNApHOCTY.

MpuBegem npuMep n3 Matepuanos yronosHoro gena Ne 13121051060. 20 ceHTsbps 2013 r. HecoseplueHHoneTHuiA K., Ha-
XOAsCb Ha TEpPUTOPUN yYpexaeHus 06pa3oBaHus, pacnoNioXeHHoro B MapTuaaHckoM parioHe T. MuHcka, HaHec kynakamn obemx
PYK HE MEHee LIEeCTH yaapoB B 0011acTb ronoBbl HECOBEPLLEHHONETHEMY C., MPUYMHUB NETKWE TeNecHbIe NMOBPEXAEHNS, U OTKPLITO
MOXMTUN KypTKY NOTepneBLuero. B xofe npegBapuTENnbHOTO CReacTBMs YCTAHOBIEHO, YTO Ha KypTke Oblna n3obpaxeHa CUMBONWKA
tyt60onbHOrO Kyba «[uHamoy, a cam 06BUHsSEMbIN Bbin Bonenblymkom knyba «MapTusaHy (Mexay daHatamu ykasaHHbIX kiyboB
Nepy1oaMYECcKM NPONCXOLAT KOH(IMKTBI 1 NOTacoBKM). Kak nosicHun K., nocne noXMLLEHNs KypTKi OH CAEeNan C Hell HECKOMbKO (hoTo-
rpachui, BoipaxaroLmx SBHOE HeyBaxeH1e K CUMBOSIKE «[JuHamoy», U pasMecTun 3T (hOTOCHUMKM Ha CTpaHuue rpynnbl «OK Maptu-
3aH MeHck» B coumansHom cetu «BKoHTakTe» ¢ Lenbto «nopagoBath yT60mnbHbIX haHaToB M MOBLICUTL CBOWA aBTOPUTET B WX MMa-
3ax». fleictaus K. Gbinum kBanuduuympoBaHbl N0 COBOKYNHOCTW NPecTynneHuid no 4. 2 cT. 206 YK (rpabex, coeanHEHHBIN C HAaCUNMEM,
He onacHbIM A1 XW3HW UNW 300poBbsa noTepnesiuero) Y. 1 ¢1. 339 YK (xynuraHcTso).

Cregyert Takke OTMETUTb, YTO C LieNbio pa3MeLLieHnst poTo- 1 BUOEONOATBEPKAEHNIA CBOVX JESHUA B Pa3nuyHbIX cO0bLiecTBax
coumarbHbIX CEeTeN MOXET COBEPLLATLCS HE TONBKO XyMNUIraHCTBO, HO 1 OCKBEPHEHNWE coopyxeHu (cT. 341 YK), HagpyraTenbCTBO Hafg
MCTOPMKO-KYNbTYPHBIMK LeHHOCTAMM (CT. 346 YK) nnn morunoi (cT. 347 YK) n T. p.

K npectynnenusm, npegycmotperHbix . 30 YK, oTHocuTes kecTokoe obpalueHue ¢ xuBoTHbIM (cT. 339" YK, koTopas BBe-
heHa B YK 5 anBaps 2015 r.). PaHee 3a aHanoruyHoe AesHue npegycmaTpusanach Nulb agMUHUCTPATUBHAs OTBETCTBEHHOCTb
(cT. 15.45 KoAIN). Mpu 3TOM Cry4am XecTokoro obpalleHust C XMBOTHBIMU B HALLEN cTpaHe Obinn faneko He eauHUdHbIMKU. OpuH 13
Hanbonee 13BECTHBIX 13 HUX — 3TO 0BHapyxeHWe opHuTonoramm B uioHe 2012 r. LECATKOB NTEHLOB HaKknaHoB C OTpe3aHHbIMM Hag-
KntoBbsSIMM Ha 03epe JTykomnbekoM B YalwHukekom paitoHe Butebekoin obnact. Ha BUHOBHOTO 6bINo HAaNoXeHO NNLb aAMUHNCTPa-
TUBHOE B3biCKaHue B BUge WTpada B pasmepe 25 6a30Bbix BennynH. Ewle oguH npumep: B nioHe 2014 . B cafoBOM TOBApULLECTBE
BpecTckoro paiioHa HeycTaHOBNEHHOE NULLO BbICTPENUNO APODbLI0 13 OXOTHUYBLETO PyXbs B COBAKY, YTO NOBMEKIO rMOENb XMBOTHOTO.
®otorpadhmm n3yeyeHHoN cobaku Obinu paaMelLieHbl B coumansHoi ceTi «BKoHTakTe.

lMonaraem, YTO LUMPOKUIA PE30HAHC 1 PE3KO HeraTUBHas OOLLECTBEHHAS OLiEHKA Ha3BaHHbIX BbILLE M MHBIX MOAOBHBIX AESHUIA B
ONpesenieHHoN CTeNEeHN NOBMUSANM Ha UX KPUMUHANM3aLMIO. TeM He MeHee B CoLManbHbIX CETSX MPOAOITKAET NOSBATLCS MHOpMa-
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LS O HOBbIX @HAMOTMYHbIX NpecTynneHusix. Kak npasuno, 4em Gonee XeCTokoi SBASETCS pacnpasa Haf XMBOTHbIM, TeM 6onbLUyH
M3BECTHOCTb MONy4aeT €€ UCMONHUTENb.

OtaenbHoro BHUMaHMs TpebytoT 06LYeCTBEHHO OnacHble AesHWs, 0TBETCTBEHHOCTb 3a KoTopble ycTaHoBneHa B . 30 YK: uaro-
TOBIEHWE W pacnpoCTpaHeHne nopHorpaduieckmx MaTepruanos UM npeamMeToB nopHorpaduyeckoro xapaktepa (cT. 343 YK), B Tom
uuncne ¢ n3obpaxeHueM HecoseplueHHoneTHero (CT. 343" YK). MpuMeHUTENBHO K HUM coLparbHbIe CETU CIeAYeT paccMaTpuBaTh He
TONBKO B KOHTEKCTE MPUYMH M YCIOBMIA, CNOCOBCTBYHOLMX COBEPLLEHMIO JaHHbIX NPECTYNMEHUHA, HO W KaK CPEACTBO UX COBEPLUEHNS
B Y4aCTW, KAacatoLLeiicst pacnpocTpaHeH!st NOPHOrpadhMieckux MaTepuanos, NOCKOMbKY Takue MaTepuans Yalle BCero NnpeacTaBnsoT
coboit haiinbl B pasnuyHbIx oTo- 1 BUgeodopMaTax, 471s nepefayu KOTOpbIX CoLpanbHble CETU NPefoCTaBNsOT OYEHb LIMPOKNE
BO3MOXHOCTU. [ogyepk1Bas akTyanbHOCTb AaHHOM MpoOeMb!, 3aMETHM, YTO MO COCTOSHUIO Ha 14 MapTa 2018 r. B couuansHom ceTh
«BKoHTakTe» no 3anpocy «nopHorpadgmsi» NOUCKOBOM cucTeMON Obino obHapyxeHo 19 467 cooTBeTCTBYHOLLMX COOBLLECTB. YncneH-
HOCTb MOANMCHMKOB Hanbonee nonynspHoro M3 Hux coctasnsna 6onee 850 Tbic. yenosek. INpu aTom y 185 rpynn B rpacbe «perviox
peructpauumy bbina npsmo ykasaHa Pecnybnnka Benapyce.

OTMEeTUM Takke, YTO B MOCMEAHWNE roAbl COLManbHbIE CETU MOTYT HE TOMbKO BbICTYNATh Kak CPELCTBO nepeaadyn nHdopma-
LK, HO 1 UCMONb30BaTLCS A1 Npuema nnatexen bnarogaps pa3paboTke BHYTPEHHWUX NNATEXHBIX CUCTEM NPK PAcNpOCTPaHEHUH
kak nopHorpacu4eckix MaTepruanos, Tak 1 MHbIX (POTOMATEPWANOB M BUAEO3aNUCEN, MPUMepbl KOTOPbIX MPUBOAUNNCH Bbile. Tak,
B couuansHoi cetn «BKonTakte» B utoHe 2018 r. nossunack cuctema VK Pay, goctynHas Tonbko rpaxaaHam Poccuiickon ®ene-
pauuu. CnepfoBaTenbHO, HU OJHOTO (hakTa COBEPLUEHWS MPECTYMNIEHNA C e UCNOJb30BaHWEM B HaLLel CTpaHe [0 HAaCTOSILLErO
BpeMeHU 3apuKkcpoBaHo He 6bino. OpHaKo, yYnTbIBas TEHOEHLUMIO aKTUBHOW afanTaLyv NPeCTyNHOCTH K YCIIOBUSIM COBPEMEHHOTO
TEXHUYECKOrO NPOTPecca U CTPEMUTENBHOMO U3MEHEHUS Ha 3TOM (hOHE MEXAHWU3MOB NMPECTYMHOIO NOBEAEHNS, MOXHO 060CHOBaHHO
NPELNOMNOXUTb, YTO NO MEPE CBOETO Pa3BUTHS ANEKTPOHHbIE CPEACTBA NaTexa CoLmanbHbIX ceTen ByayT ncnonb3oBaTbest Ans co-
BEPLUEHUS Pa3nuYHbIX NpecTynneHuit u B Pecnybnuke Benapyce.

Takum 00pasom, NPUBELEHHbIE BbILLE NPUMEPLI CBUAETENLCTBYIOT O TOM, YTO B COBPEMEHHbIX YCIOBUSIX Pa3BuTUs 00LLecTBa co-
LuarbHbIE CETW aKTUBHO BKITOYEHbI B MEXaHW3M WHAMBUAYaANbHOTO MPECTYMHOM NOBEAEHNS HA PA3NMYHbIX ero 3Tanax — oT MOTVUBALMM
V1 NPUrOTOBNEHIS 10 Pa3MELLEHMS MHGhOpPMALIUM O COBEPLLEHHOM [EsHUM, BIIUSIS TEM CaMbIM Ha COCTOSIHWE MPECTYMHOCTM B Lienom. Mo-
HWUTOPUHT COLManbHbIX CETENA, B YaCTHOCTY OMpeeneHHbIX TEMATUYECKNX COOBLLECTB W NEPCOHAMbHBIX CTPAHMLL NINL, NPEACTaBRSIHOLLMX
OnepaTuBHbI MIHTEPEC, Kak CO CTOPOHbI KOMMETEHTHBIX FOCYAAPCTBEHHbIX OPraHoB, Tak 1 CO CTOPOHbI OBLLECTBEHHOCTI MOXET Crocob-
CTBOBATb HE TOJMbKO BbISIBMEHWIO YKe COBEPLLEHHBIX NPECTYNNEHUA, HO W MPECEYEHMO NNaHMpyembix. OBLme TeHAEeHUMM aganTauum
MPECTYMHOCTY K HOBbIM YCITOBUSIM TEXHUYECKOTO NPOrpecca No3BonsioT BblAENUTb OAHO U3 NEPCMEKTUBHLIX HANPABIEHWIA €€ pa3BUTHS —
MCMONb30BaHME BHYTPEHHUX MNATEXHBIX CUCTEM COLMANbHLIX CETEN NS NOMyYeHNst AOXO40B OT NPECTYMHON AEATENBHOCTH, @ 3HAYMT,
npocunakTuieckne Mepbl B 0603Ha4EHHOM MpoLecce LienecoobpasHo HaunHaTb paspabaTtbiBaTh YKe B HACTOSILLEE BPEMSI.

YOK 343.2.7
B.B. Babuwesuy

OTOENbHBIE ACNEKTbI ONPEAENEHNUA CYEBEKTOB NOCArATENBCTB HA NEPCOHAINBHBIE AJAHHBIE

B coBpemeHHOM Mupe HabroaaeTcs NOBCEMECTHOE MCMONb30BaHNe MHOpMaLmMm, cogepkallen AaHHbIe O KOHKPETHOM fnuLe,
Hanpumep, B onepaTUBHO-PO3bICKHON [EeATENbHOCTY, B (DMHAHCOBOW W HArNOroBOW OTpacnsx, B Cepe NEHCMOHHOro, COLMAsbsHOrO,
MEAMLMHCKOrO CTPaxoBaHws, B TPYAOBbIX OTHOLLEHWSX 1 ApYrx 06nacTsx 0bLeCTBEeHHOM xu3HW. CTOMb LWMPOKOE NCMOMb30BaHME
nepcoHarbHbIX AaHHLIX MOXET COo3aBaTb Yrposy HapyLLEHWid NpaB Yeroseka.

OKCNepThl 0TMEYAKT, YTO B Chepe MHADOPMALMOHHOM Be30NacHOCTM BaXHOM TEMOW CTanu NepCoHanbHble JaHHble, KOTOpble
SBNSAIOTCA 415 pa3paboTyMKOB CEPBIUCOB U NPUNOXEHWIA, BrlagenbLeB PasfuyHbIX areHTCTB U, KOHEYHO, 3MOYMbILLMEHHUKOB O4HUM
13 LieHHbIX W XXenaHHbIX TOBApOB B MUPE MH(OPMALMOHHbIX TexHonori. CneumanucTamm Takke 0603Ha4eHo, YTO He BCE NONb30Ba-
TENN 0CO3HAIOT HEOBXOANMOCTb COXPAHHOCTM NUYHON MHGOPMALN.

B Pecnybnvke benapycb crnewLuann3vpoBaHHbIA HOPMaTUBHBIA MPABOBOA akT B cpepe 3awmTbl U 060poTa NepcoHanbHbIX
[aHHbIX eLUe He MPUHAT, Halle rocynapcTBo He npucoeamHunocs k Koneenuun Coseta EBponbl «O 3awwmte ¢usmyeckux nuy npu
aBTOMaTU3MpoBaHHO 0bpaboTke NepcoHanbHbIX AaHHbIX». Kak cnepcTsue, B YK Pecnybnnku benapycb 0TCYTCTBYIOT CieLmanbHble
COCTaBbl NPECTYNMEHNi, HEMOCPEACTBEHHbI OBBEKT KOTOPbIX — 3aLUMTa NEPCOHAMbHBIX AaHHbIX. [N CpaBHEHUS OTMETUM, YTO Yro-
NOBHas OTBETCTBEHHOCTb 3@ CaM (haKT NoCAraTeNnbCTB Ha NePCOHanbHbIe JaHHbIE NpesycMOTpeHa B CTpaHax EBponenckoro cowsa,
Kanage, Kasaxctane, Anonun, Kutae, CLUA v gpymvix rocygapcreax.

PaboTa Hag npoekTom 3akoHa Pecny6nuku Benapych 0 3aliuTe nepcoHanbHbIX AaHHbIX Yxe Begetcs. B ¢T. 20 npoekTa 3akoHa
YCTAHOBMEHO, YTO «MULiA, BUHOBHbIE B HapyLIeHUM TpeboBaHMil HACTOSALEr0 3aKkoHa, HECYT OTBETCTBEHHOCTb, MPEAYCMOTPEHHYIO
3aKoHOZaTeNbHbIMW aKTamuny.

B KoAll BHECEHBI M3MEHEHMS B YaCTW OTBETCTBEHHOCTM 3@ NMOCAraTeNbCTBa Ha NEPCOHanbHble AaHHble. CormacHo HOBOM pe-
pakumm cT. 22.13 KoATlT K agMUHUCTPATMBHOM OTBETCTBEHHOCTY MPUBIEKAETCS NULLO, KOTOPOE AOMYCTUIIO YMbILINEHHOE HE3aKOHHOE
pasrnalleHme NepcoHanbHbIX JaHHbIX, UMes K HUM JOCTYN B CBSA3M C BbIMOMHEHEM NpOGheCCHoHanbHON unm cryxebHon aesTens-
HOCTHW, €CIU B 3TWX AEAHUAX HET COCTaBa NPECTYNNeHus.

OpHUM W3 crepyoLWyX Waros AOIMKHO CTaTb (HOPMMPOBAHME YrONOBHO-NPABOBOrO COCTaBa, 0BObEKTOM 3aLLMTbl KOTOPOTO CTa-
HYT 06LLIECTBEHHbIE OTHOLLEHMS B Cdhepe 0BopoTa nepcoHanbHbIX AaHHbIX. C 3TOM Lienblo Heobxogumo npopaboTaTb BOMPOC O TaKOM
3NeMeHTe CoCTaBa NPECTYNNEHMS, Kak CyObeKT COBEpLUEHNS MOCAraTeNnbCTB Ha NepPCOHanbHbIE aHHble. K npecTynHbImM nocsraterns-
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