OCHOBaHMN MHBECTULMOHHbBIX [OrOBOPOB PEann3yeTcst B paMmkax npedepeHuuansHoro pexnMa MHBECTUPOBaHUS, CMbICT KOTOPOro
3aKnYaeTCs B co3gaHuy bnaronpusTHOrO NPaBoBOro pexuma Ans MHBECTOPOB NOCPEACTBOM NPeSoCTaBNEHUS UM OnpeaeneHHbIX
NpenmyLLEecTB neped apyrumn npeanpuHnMmatenaMmu Ang nogaepxku BaXXHOro Anga MHTepecoB rocyaapcTea HanpaBneHua SKOHOMU-
YecKow AEATENbHOCTM W BCErAa HOCUT CTPOTO fIMYHO-aAPECHbIN XapaKTep.

A3noxeHHOe CBUOETENLCTBYET O TOM, YTO UMEHHO CEroAHsi, Kak HMKorga paHee, 0cobyto BaxHOCTb NpuobpeTaeT npobnema
paBeHCTBA MHBECTOPOB Nepez 3aKOHOM, MPUYEM 3TO KAaCaeTCs He TOMbKO HaLMOHabHbIX, HO M MHOCTPaHHbIX JepxaTernei kanurana.
HemanoBaxHbIM SBIISIETCS 1 TO 06CTOATENBCTBO, YTO AaHHbIE MHBECTOPLI AOIMKHBI 061agaTh BbICOKUM YPOBHEM MPABOCO3HAHMS
NpaBOBOM KyIbTYpbI.

BwmecTte ¢ Tem B HalUWOHaNbHOM 3aKOHOAATEeNbCTBE [OJTKHbI ObITb YETKO onpegeneHbl He TONbKO A03BONEHUA, HO U OrpaHu-
YeHUs KaK NSt HALMOHAMbHbIX, TaK U AN MHOCTPaHHbIX MHBECTOPOB, KacatoLLMecs UX y4acTus B OTAENbHbIX BUAaX SKOHOMUYECKON
LEeATEeNbHOCTH, a Takke cnocobOB OCYLLECTBNEHUS UHBECTULMIA. MMonaraem, YTo Takue [O3BONEHUS W OrpaHUYEHNs HE HapyLLaloT
MPUHLMN paBEHCTBA VHBECTOPOB NPY OCYLLECTBIEHUN MHBECTULMA, (DOPMUPYIOTCA B pamkax LeiCTBYIOLLen MOLeny NpaBoBoro pe-
KMa UHBECTWLMIA 1 HanpaBIeHbl Ha 0becneyeHmne 3koHoMMuYeckon BeaonacHoctn Pecnybnukn benapyce.

YOK 349 + 351.862.44
A.B. lNepesasnoe

COBPEMEHHbBIE NOAXOAb! K ONEPATUBHO-PO3bICKHOMY OBECNEYEHUIO

B coBpemeHHbIN nepuog pykoBOLCTBOM CTPaHbl, OpraHoB 630MacHOCTV U MPaBOOXPaHUTENBHBIX OPraHOB 3HAYNTENbHOE BHI-
MaHue yaenseTcs noBbileHno athekTMBHOCTM BOpbbbI C MPECTYMHOCTLIO, B MEPBYHO O4EPEab MPOTUBOAEICTBUIO TSHKKMM 1 0C0B0
TSOKKMM npecTynnenmam. OgHAM 13 BaxHbIX (hakTOPOB, BIUSIOLLMX HA KAYECTBEHHOE W3MEHEHWE TakoW AeSTeNbHOCTY, SBNSETCS
rpamMOTHOE UCMONb30BaHWe OpraHamu, KOTOpblE YNONMHOMOYEHbI OCYLLECTBNSATH OMNEepPaTUBHO-PO3bICKHYIO AEATENbHOCTb, UMEHD-
LNXCS B X PAcnOpsBKEHUM CWM, CPELCTB U METOZOB. [Ins 3TOro onepatuBHbLIM COTPYLHWKAM Ha 3aKpenyieHHOM yvacTke paboThb
(obbekTe, chepe unu Tepputopun) HEOOXOAMMO NMOCTOSIHHO pacnonaratb 0OLEKTUBHOI W MOMHOM MHGOPMALMEN O CknaablBato-
Lencs onepaTuBHOI 06CTaHOBKe, NpegycMaTpuBaTh M MPOBOAUTL MEPONPHUSTHS, HAaNpaBNEHHbIE Ha NpeaynpexXaeHue, BoisBeHe
1 npeceyeHne npectynnenuin. C 3Toi Lenblo B COOTBETCTBUM C OMPEAENEHHBIMA NPUHLMTAMMU U NPaBUIaMM UMK OCYLLECTBNISET-
Csl OpraHu13aums 1 peanusauus CBoen onepaThBHO-PO3bICKHON paboTbl. TpaanuLuMOHHO Takas AEesTeNbHOCTb paccMaTpUBAETCs Kak
OnepaTMBHO-PO3bICKHOE (onepaTuBHOE) obcnyxusaHne 0bbekToB, cdep unu Tepputopuin. B yactHocTu, P.C. BenknH nog onepa-
TUBHbIM 0BcnyxuBaHnem B OP[l noHWMaeT KOMMeKC onepaTUBHO-PO3bICKHBIX MEpPONpUsATUiA, obecneunBaiolmx Habnogerue 3a
COCTOSIHUEM KPUMMHOTEHHBIX OOBEKTOB B LiENsIX CBOEBPEMEHHOMO 0OHAPYXEHWs MPU3HAKOB MPECTYMHON JEeATENbHOCTH, MPUHATUS
Mep MO YCTPaHEHMo YCMOBWI, CMOCODCTBYHOLLMX COBEPLUEHWIO NPECTYMMEHNA Ha NPeNpUSTUSX MPOMbILLNIEHHOCTH, TOProBK, 6aH-
KOBCKOM AesTenbHOCTM U Ap. CxoaHbIM 06pa3om paccMaTpyBakT ONepaTUBHO-PO3bICKHOE (OnepaTnBHOE) 06CTyKMBaHUE W apyrve
nccneposatenn. OgHoBpeMeHHo B Teopum 1 npaktuke OP[] paccmaTprBaeTcs onepaTuBHO-PO3bICKHOE 0BecneyeHne packpbITis 1
paccnenoBaHus npectynnenui. B.K. 3HukuH onpegensieT Takoe obecneyeHne kak cuctemy Mep, peannsyembix cybbekramu OP[l B
XOfie OMepaTUBHO-PO3bICKHOMO MpoLecca B MHTEPecax co3faHust HeoOX0AMMbIX U JOCTATOYHbIX YCMOBWA NSt OCYLLECTBIEHMS MO-
CresyroLLero NonHoro 1 0GbEKTUBHOMO NPOLECCa YroMoBHO-MPOLECCYanbHOTO A0Ka3biBaHus. [PUMEHUTENBHO K packpbITUIO 1 pac-
CrNefoBaHNI Pa3nuyHbIX BGOB NPECTYNNEHU Apyrie ncenegoBaTeny UHTEPMPETUPYIOT OnepaTuBHO-PO3bICKHOE obecneyeHne no-
[06HbIM 06pasom. Mpu 3TOM AaHHOe obecneyeHne paccMaTpuBaAETCs B KOHTEKCTE YKe NPOMCLUEALIEro NPecTynneHus, koraa dakt
€r0 COBEPLUEHNS YCTAHOBIEH.

MMpencTaBnseTcs, YTO B COBPEMEHHBIA MepuoL OnepaTUBHO-PO3bICKHOE (onepaTtuBHOe) o6CnyxuBaHue oBbekToB (cdep,
TEPPUTOPUIA) M MO GhopMme (MCNOb30BaHWe TEPMUHA «OBCTYKMBAHWEY) U NO COAEPXAHMIO (HaNPaBNEHHOCTL B OCHOBHOM Ha Mo-
ny4eHmre onepaTnBHO 3HAYMMOI MHCOPMALN 1 peann3aLno NpodunakTUYeckux Mep) He B NOSTHOM Mepe 0TBEYaeT CIIOKMBLUENCS
OnepaTHBHO-PO3bICKHON MPAKTUKE N COBPEMEHHBIM noaxoaam B Teopun OP[. Kpome Toro, npeactaBnsieTcss HE0BOCHOBAHHbLIM pac-
cMaTpuBaTh ONepaT1BHO-PO3bICKHOE 0BecneyeHre packpbiTis U paccnefoBaHns NPeCTyneHuii B OTPbIBE OT OMepaTUBHOO obcry-
XnBaHus. C y4eTOM W3MOXEHHOMO OnepaTUBHO-pO3bIckHOE obecnevenne (OPO) Ha coBpemeHHOM 3aTane paspaboTku npobnemb
LienecoobpasHo oxapakTepu3oBaTh creayroLm obpasom.

Bo-nepsbix, OPO ocyLeCTBNSETCS B OTHOLLEHWN COOTBETCTBYIOLLMX 0ObEKTOB, cchep munu Tepputopuit. K Takum obbektam
MOTYT OTHOCUTLCS MPEANPUSTIS, OpraH13aLmn 1 WHble 06BEKTLI NPOU3BOACTBEHHON UMW counanbHol cdepel. B coctas cdep, B
OTHOLLEHNM KoTopbIX peanuayetcs OPO, Lenecoobpa3sHo BkMoYaTh Haubonee BaxHbIE OTPACM, CUTyaLus B KOTOPbIX CYLLECTBEH-
HO BIWSIET Ha XKU3HEAEATENbHOCTL OOLLECTBA M rOCYAApCTBa, HAaNPUMEP OTAEMbHbIE HAaNPaBNeHUs NPeANPUHUMATENBCKON U UHOM
[eATenbHOCTH, 060pOT OTAEMNbHBIX BUGOB TOBApoOB M T. n. Tepputopum, Haxoaswwmecs B OPO, moryT oxBaTbiBaTb OTAEMbHbIE
AOMUHUCTPATUBHO-TEPPUTOPUANbBHBIE eAMHULbI UMK UHBIE Y4aCTKW, BbiAENEHHbIE MO KakuM-IBo onpeaeneHHbIM Kputepusm (Ha-
npumep, No KONIMYECTBY MPOXMBAIOLLETO HACENEHWS UM NPOXMBAIOLLErO HA TEPPUTOPUM OLHOPOLHOIO KOHTWHreHTa nuy). Mpea-
CTaBnsIeTCS, 4T0 0OBEKTHI, CHEPBI UMM TEPPUTOPUN HE MPON3BOSIBHO, @ 0BOCHOBAHHO LOMKHbI BKMtoYaThest B cocTas OPO, ocyLlecT-
BMSIEMOr0 COOTBETCTBYHOLLMMI OpraHamul, B CBA3M C TEM, YTO OHU TPEBYIOT CrieLmanbHOro BHUMaHUS rocygapctea, 6es koToporo nx
HopMarbHoe (OyHKLMOHNPOBaHEe HEBO3MOXHO. BO3MOXHOCTb COBEPLLEHIS MPECTYNIEHWI UMM HENOCPEACTBEHHOE COBEPLUEHME Ha
obbekTax u TeppuTopusX, a Takke B cdhepax NMpecTynHON AeSTENbHOCTY HaHeCeT yulepb Xn3Hu, 30opoBbio, NpaBaM, ceobogam 1
3aKOHHBIM MHTEpPECaM rpaxaaH, NpaBam W 3aKOHHbIM MHTEpecaM OpraHu3aLmii, MHTepecam obLiecTBa Unu rocyaapcTaa.
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Bo-BTOpbIX, OPO 0CyLecTBNSAETCS TONbKO YNONMHOMOYEHHbIMU CyObekTamu. CybbekTami AaHHOro obecneveHus SBnsoTCs
OpraHbl, yMoNHOMOYeHHble ocylecTenaTe OP[l, 1 COTpyAHWKM MX onepaTuBHbIX NogpasaeneHuin. B gaHHom cnyyae Heobxogyumo
OTMETUTb, YTO MMEETCS psg npobnem B pasrpaHuyeHy u ybnvpoBaHMM KOMMETEHLMM COOTBETCTBYOWMX cyobekToB. C ogHom
CTOPOHbI, Ha 06bekTax, cdepax unu Tepputopusix, OPO KOTOPbIX OCYLIECTBNSIOT HAa3HAYEHHbIE OMEPaTUBHbIE COTPYLAHMKN, MOTYT
BbIMOMHATH ONEPaTUBHO-PO3bICKHY0 PaboTy 1 COTPYOHMKM CMEXHBIX MW BbILLECTOSLLWX ONEPATUBHBIX MOAPa3aeneHunini COBCTBEHHO-
ro BegomcTBa. C gpyron — 311 ke 06bekTbl, cdepbl 1 Tepputopum Haxogatcs B OPO B3aMOAENCTBYIOLLMX ONEPaTUBHO-PO3bICKHBIX
OpraHoB, OnepaTHBHbIE COTPYAHMKN KOTOPbIX Takcke OCyLLECTBAST Ha Hux OP.

B-tpeTbux, conepxanne OPO cocTaBnsieT KOMMEKC ONepaTUBHO-PO3bICKHBIX M UHBIX Mep. B cocTas onepaTuBHO-PO3bICKHbIX
Mep LenecoobpasHo Bknoyatb OPM, a Takke MeponpusiTiis, OCyLLECTBMSIEMbIE B MPOLIECCE NCMOMNb30BaHMS COLENCTBIS OTAENbHbIX
. K vHbIM Mepam LienecoobpasHo OTHOCUTbL MEPOMPUSTHS, KOTOPbIE ONepaTUBHbIE COTPYAHMKN YIONHOMOYEHHBIX OPraHOB MOTyT
MPOBOAUTL B CUIy aAMMHWUCTPATUBHO-MPABOBOrO CTaTyca Takux OpraHoB, HANMPUMEP MEpONpUSATUS B PaMKax agMWUHUCTPATUBHO-
MpaBOBbIX PEXIMOB (paspeLunTenbHast CUCTEMA, TAMOXEHHbIE PEXMMbI, PEXUMbI FOCYAAPCTBEHHON rPaHNLbl 1 B MyHKTax Npomnycka,
PEXUM 3aLLNTbI FOCYAAPCTBEHHbIX CEKPETOB U AP.) UI KOHTPOMBHO-HAL30PHON [EeSTENBHOCTH (3KCMIOPTHbI KOHTPOMb, aAMUHNCTPa-
TUBHBII HAZ30p 1 Ap.).

B-ueTBepThIX, Lenbio OPO sBsieTcs oxpaHa W 3alyTa COOTBETCTBYHLMX 0OBEKTOB, Cdhep Unn TEPPUTOPHIA. Kak cnpaBeaneo
oTtMevaeT J1.A. TpuropsH, NoHATHE «obecneyeHne» SBISIETCS POAOBLIM MO OTHOLLIEHUO K MOHSTUSM «OXpaHay U «3aluutay. AHanormd-
HYI0 TOYKY 3pEHMs BbICKa3bIBaKoT U Apyrue nccnegosatenu. Mpu atom 6. POMaHOBCKUiA KOHCTATUPYET, YTO OXpaHa — AEATENbHOCTb,
HanpaBeHHas Ha byayluee, ee OCHOBHas 3afava — HeJoMnyLLEeHNe NpaBOHapYLIEHWS, YCTPaHEeHWe nperpag Ans peanusauum npaso-
MOoYMS, MPOUIAKTUKO-NPEyNPeanUTENbHAs AeSTENBHOCTb. 3almTa — 4esTenbHOCTb, BO3HUKAKOLAs B CITyvae Hamnymsi KOHKPETHOrO
npaBOHapyLLEHNs NMBO YCTPAHEHUS TaKOTO COCTOSIHISA, KOTOPOE peanbHO NPUBELET K HACTYMIEHNIO HEraTUBHBIX MOCTIEACTBUN, @ Tak-
KE HanpaBlieHHasi Ha BOCCTAHOBIEHWE HapylleHHoro npasa. OCHOBbIBasCh Ha AaHHbIX noaxodax, B cocta OPO uenecoobpasHo
BKII0YaTh: OMepaTMBHO-PO3bICKHOE MPUKPbITE OOBEKTOB, Cdep UMM TEPPUTOPUIA, HAMPaBMNEHHOE Ha X OXPaHY OT MPECTYMHBbIX Mo-
cAraTenbCTB (415 HEro npucyLua peanusaums Takvx Bugos OP, kak npedsynpexaeHne 1 BbISIBIEHUe NPECTYNNEHNI); OnepaTuBHO-
PO3bICKHOE COMPOBOXAEHNE AOCYAEOHOro 1 CyAebHOro Mpou3BOACTBa, HAaNpaBMeHHOe Ha 3aLMTY yKasaHHbIX KOMMOHEHTOB OT Mpe-
CTYMHbIX NOCAraTENbCTB (30eCh XapakTePHbIMM ABNSOTCA Takve Buabl OP[, kak mpeceyeHne n packpbITe NPeCTynneHni, po3bick).

N3noxeHHoe no3sonseT onpeaenuts OPO kak KOMMEKC 0nepaTMBHO-PO3bICKHBIX M MHBIX MEp, peanuayemMbix OpraHamu, ynon-
HOMOY€eHHbIMK ocyLlecTBnATb OP[l, 1 COTPyOHWKAaMK WX ONEPATMBHBIX NMOAPA3LeNeHNid B LENSX OXpaHbl W 3aLiUTbl MPEANPUSTUR,
OpraHu3aumin N NHbIX 06bEKTOB NPOU3BOACTBEHHOM UM COLMarnbHOM cAhepbl, OTAENbHBIX CHEP KU3HEAEeATENbHOCTN 0bLecTBa 1
rocyAapcTBa UM TEPPUTOPUIA OT MPECTYMHbIX NOCAraTeNbCTB.

Takum o6pasom, OPO saBnsietcs komnoHeHTom OP/] HapaBHe C OnepaTMBHO-NPOBEPOYHON paboToil, KOTOPYH COCTABNSET KOM-
nnekc OPM v gpyrix MeponpusiTuii, HanpaBeHHbIX Ha MOAAEPXKKY W MPUHATUE YNPaBMEHYECKUX PELUeHU 0 AOMYyCKe rpaxaaH K
rOCYAapCTBEHHbIM CekpeTam; paboTam, CBA3aHHBIM C AKCTTyaTaumeil 0BbeKTOB, NPeaCTaBSOLLMX MOBbILIEHHYK) OMACHOCTb AMS
KU3HW 1 300POBbS TPAXdaH 1 OKpyxatoLen cpedpl; ydactuio B OP[l; conencTauio Ha KOH(MaeHUManbHOM OCHOBE OpraHam, 0Cy-
wectanawowmm OPL.

YK 343.3/7
B./. Mukma

HEKOTOPbIE ACMEKTbI UCNONb30BAHUA KPUMTOBANIOT B NPOTUBOMNPABHOM AEATENBHOCTH

AHanms COBPEMEHHOTO COCTOSIHUS MPECTYMHOCTU CBUAETENBCTBYET O POCTE UCMONb30BAHMS LN(POBbIX BAMKOT B MPECTYMHON
[eATENbHOCTH, CBS3AHHOM C MOCSraTeNbCTBOM Ha NPaBOOTHOLLEHMS B cdhepe 060poTa HAapKOTUKOB W MHGOpMaLMOHHON 6e3onac-
HocTW. BHepeHue B akoHoMuKy Pecrybnuku Benapych TexHonorum peectpa O10koB TpaH3akLuii (BNok4YerH), a Takke co3aaHHbIX Ha
€e 0CHOBE LiMpOBbIX 3HAKOB (TOKEHOB) (Janee — KpPUMTOBAIOTA) XOTS 1 NO3BOMNUNO COOTBETCTBOBATL COBPEMEHHBIM TEHAEHLMAM
pasBUTUS LIMGPOBBIX 3KOHOMUK, HO (PU3NYECKI JIULLINMO B CUITY TEXHUYECKUX OCOBEHHOCTEN KOHTPONS CO CTOPOHbI rocyaapcTaa U
MPaBOOXPaHNTENbHbIX OPraHoB 3a 060POTOM (OMHAHCOBLIX akTMBOB. CrioXuBLUAsCS 0OCTaHOBKa, MPW KOTOPOI UMEETCst peanbHas
BO3MOXHOCTb @HOHMMM3ALMU IMYHOCTW NULA, OCYLLECTBIAKLErO (PMHAHCOBLIE TPAH3aKUMKM C UCMONb30BAHWEM KPUMTOBAMIOTHI,
00ycnoBnMBaeT COBEPLLEHIE HOBLIX BUAOB NPECTYNIEHWI B BUPTYanbHOM NPOCTPaHCTBE.

[insi Toro YToBbI NyyLUe NOHATL COBPEMEHHbIE YrpO3bl B 3TON Cdhepe, LenecoobpasHo pacCMOTPETb NPEANOCHIKMA UCMONb30Ba-
HWS KPUNTOBAMKOT B NPOTUBONPABHOM AEATENBHOCTM, UX COAEPXAHME U OCHOBHbIE TEHAEHLMM.

MepBoHaYanbHO 3MOYMbILLMEHHWKI UCMIONB30BANM KPUNTOBAIMIOTY Kak CNOCOD OCYLLECTBNEHUSt aHOHUMHBIX MiaTexen. IMeHHo
KpunToBantoTa B 6OMbLUIMHCTBE Cry4YaeB SIBMSIETCA CPEACTBOM pacyeTa npy npuobpeTteHnn nnbo npogaxe HapKoTUHECKUX CPEeaCTB,
HanpuMep Kpuntosantota Bitcoin.

KnbepnpecTynHOCTb UCNONb3YeT KPUNTOBAMIOTY A71S NOSyYeHWs OnnaThl 3@ MOXMLLEHHYIO KOMMbOTEPHYHO MHopMaumto. Ha-
npumep, KOMMbIOTEPHas aTaka, 13secTHas kak WannaCry, 3akmnioyanach B UCMONb30BaHUV BPEAOHOCHOTO NporpaMmMHoro obecneve-
HWSl, WNPYIOLLEro BCe MOMb30BaTENbCKNE JaHHbIE HA 3apaEeHHbIX KOMMbloTepax. 3a paclundpoBKy NoNb30BaTENbCKOM MHGOP-
MaLuu 3MOYMbILLMEHHWKIA Npeanarani ycrnyru no gelumdpoBaHnio B 0OMeH Ha kpunTosanioTy Bitcoin. B cnyyae HeynnaTtbl BO3MOX-
HOCTb BOCCTAHOBIIEHWS KOMMbIOTEPHOM MHEPOPMALMK B €€ NepBOHaYanbHOM BUAE yTpaunBanach Hascerda. Tak, B 2017 r. oT AaHHoM
KOMMBIOTEPHON aTaku No BCeMy Mupy noctpagano okono 500 TbiC. YCTPOMCTB, NPUHAANEXALLMX YACTHBIM NULAM, KOMMEPYECKUM
OpraH13aLmsiM 1 rocyapCTBEHHBIM YYPEXOEHUAM.
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