MOBWNBHOTO YCTPONCTBA B NEPUOA, NPEALLECTBYHOLMIA COBEPLLEHNIO NPECTYNNEHNS!. MPECTYNHUK, NOHUMAs, 4TO MOBUIIbHOE YCTPOA-
CTBO BbIJAET ero NPUCYTCTBUE B ONMPELENEHHOI NokaLuy, MOXeT 3abnaroBpeMEHHO BbIKMIOYNTL cMapTdoH. OgHaKO BbIKMIOYEHME
cMapTdoHa SBMSIETCS OTHOCUTENBHO PEdKAM COOBLITMEM U TakKe MOXET MCMOMb30BaTLCA Mpu aHanmuae. JTMYHOCTb MPECTYMHUKA,
COBEPLUMBLLETO MPECTYMNEHNE, MOXET ObiTb YCTAHOBMEHa B pe3ynbTaTe aHanu3a, Hanpumep, 6asbl AaHHbIX «AHAEKC. Takeny.

AHanuTuyeckas 06paboTka MHhopMaLmy U3 OTKPbITbIX UCTOYHWKOB, KOTOpast B 3apyBekHOi nutepaType Nonyyuna HaumeHoBa-
Hue OSINT (Open Source Intelligence), sBnsieTcst 0AHUM W3 NEPCMEKTUBHBIX HANPaBEHWIA Pa3BUTUS MHADOPMALMOHHOTO obecneye-
HUst Cry)xeBHON [eATENbHOCTY OPraHOB BHYTPEHHMX Aen.

TpaHcdopmaumst cnocoboB KOMMYHYKaLMK, MX NOCTENEHHAs MUrpaLys B knbepnpocTpaHCTBO 00yCroBMMBaKOT 0bLiee Hanpas-
NEHNe pasBUTUS NPABOOXPaHUTENBHON AEATENBHOCTM, U B MEPBYIO 04Epeab ONepaTUBHO-PO3bICKHOI AESTENBHOCTU. B oTnndme oT
WHAOPMALWK, NONYYEHHOI B XOAE KMBOTO OBLLEHNS, KOTOPAsh MOXET aHaNN3MpoBaTLCS HEMOCPELCTBEHHO B MPOLECCE KOMMYHMKa-
LiK, CUCTEMATM3ALMA M aHaNN3 MAcCUBOB AaHHbIX, LOOBITbIX U3 KMGEPNPOCTPaHCTBA, TPEOYET OTAENBHOTO BPEMEHM U CieLanbHbIX
komneTeHLmiA. CHOp 1 MHOrO(aKTOPHBINA aHan13 AaHHbIX COAEPXMT B cebe NoTeHLuar, A0CTaTOuHbIA A11s Nepexoaa Ha KaueCcTBEHHO
HOBBI! YPOBEHb OMepaTUBHO-PO3bICKHOM AESTENBHOCTY. OTO eLlye OAUH JOBOA B MOMb3Y CO3AAHMS B OpraHax BHYTPEHHX &N HOBOVA
cneumanM3almmn «aHanuTika AaHHbIXY.

Bbi6op HOBbIX, MOPOI HEAOCTATOUYHO OTPabOTaHHbIX CPEACTB NPOTUBOLENCTBUS KNBEPNPECTYNHOCTI AUKTYETCS HAapacTaHUeM
OCTPOTLI MPOTUBOCTOSIHUS KpUMIHATTY B KMOEPNPOCTPaHCTBe.
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WHOOPMALIUA B ONEPATUBHO-PO3bICKHOW AEATENBHOCTH

OJHUM M3 KMIOYEBbIX MOHATMIA B ONEPATUBHO-PO3bICKHOIM AEATENBHOCTM ABNSETCA MHpOpMaLms. Ha OCHOBE NOMyYeHHbIX CBe-
[EHWNA OnepaTuBHLIM COTPYAHMKOM NMPUHUMAKTCS COOTBETCTBYIOLLME PeLLeHns 0 cnocobax fanbHenwmx fencTeuil. CBeaeHus, no-
CTynatLLMe 13 pasnnyHbIX UCTOYHUKOB B OMepaTWBHbIE NOAPA3AEeneHns, TPagULMOHHO NPUHSATO Ha3blBaTb ONEPaTUBHO-PO3bICKHOM
MHhopmaLmen.

OhheKTMBHOCTb BbISIBNIEHUS], paccnefoBaHus U NPogunakTUKA NPECTYNNEHUIA BO MHOTOM 3aBUCUT OT KayecTBa OnepaTuBHO-
PO3bICKHOV MHOPMALMK, T. €. HaMWYKs TEX MW UHbIX (DAKTOB, OTPaKatoLLMX CYLYHOCTb NPECTYMHOM AEATENbHOCTH: JOCTATOHHOIO
KOMMYeCTBa, ICHOCTI, MONHOTLI W JOCTOBEPHOCTU. [laxe JOCTATOMHOE KONMMYECTBO CBEAEHMIA HE AAET NONOXMTENBHOTO pedynbTaTa,
€CINu CyTb WHOPMALMM HEMOHATHA CyObeKTam, y4acTBYHOLMM B BbISIBMIEHUM 1 paccrefoBaHni npectynnexuin. B Takux cnyyasx
cnegyeT 0bpatuThbes K Muuam, 0bnagaioLLmm cneumuansHbIM1 3HaHUSIMK.

OnepaTnBHO-PO3bICKHAS AEATENBHOCTb, ABMSASCH B 3HAYUTENBHON CTEMEHU NPOLECCOM NO3HAHNS OOBEKTUBHO AECTBUTENb-
HOCTW, BasupyeTCs Ha 3akoHax AvanekTuki, Mpeanonaras NPUMEHEHWe pa3nuyHbIX METOLOB McCreaoBaHus. MpecTaenss cobo
CMOXHbIA HEOZHO3HAYHbIN NPOLIECC, NO3HAHEe B ONepPaTUBHO-PO3LICKHON paboTe OTNMYAeTCs MHAMBULYANbHOCTHH CBOE NPUPOAbI,
CTPYKTYPbI, MOPanbHO-3TUYECKUX HOPM, @ TakKe APYriX ero BaxHbIX (DaKTOpOB 1 XapaKTEPUCTHK.

B cTpykType no3HaHus B OnepaTiBHO-PO3bICKHOM LEATENbHOCTA MOXHO BbIAENNTL Takue SMEMEHTbI, Kak MocTaHoBKa 1 0bo-
CHOBaHWe 3afad, BblgBWKEHUE BEPCUA, MOAENMPOBaHMe U T. N. C 3TOM Lenbio UCMONb3yeTcst NepBUYHAs MH(OpMaLWs, aHanma
1 MpOBEpKa KOTOPO MPUBOLMT ONEPaTUBHOTO COTPYAHMKA K MOMYYEHWID ONEpaTUBHO-PO3bICKHONM MHAOPMaLmuW, HaxoasLleiics B
MPUYNHHO-CIIEACTBEHHOI CBSA3N C MO3HABaeMbIM CODBITUEM 1 XapaKTepuaytoLLel cnocod ero COBEPLLEHNS, Y4aCTHUKOB JaHHOTO CO-
ObITWsl, NPeAMET NPECTYNHOMO NOCSIraTeNbCTBa, Apyrie 06CTosTeNbCTRA.

MoHsATVE onepaTMBHO-PO3bICKHON MHGOPMALN B 3aBUCMMOCTW OT paKypca pacCMOTPEHUS MOXHO TPaKTOBaTb C PasnuyHbIX
nosuuui. Mpeobnagatoliee MHEHNE 3aKMKOYAETCS B TOM, YTO 3TO MOMYYeHHas MO pasHbiM KaHanam MH(opMaLys, NPOBEPEHHas 1
[0CTOBepHast, No3BONALLAs NPUHATL COOTBETCTBYHLLEE PELUEHME B 3aBWUCUMOCTM OT ee 06bema 1 cogepkanus (0 Bo3byxaeHun
YrOMOBHOTO A€ena; NPOSOMKEHNM ONepaTNBHON paboTkl MO 3TOMY HaNpPaBMNEHMIO; NPEKPaLLEHU MPOBEPKMA 1 Ap.).

BmecTe ¢ TeM CyLLeCTBYIOT 1 Apyrve NOAX0Ab! K onpeseneHnto paccmatpusaemoro noHstus. A.C. OBumHckmi, B[, KoHgpaTbes,
K.K. BopayHOB NpeACTaBnsOT OnepaTMBHO-PO3bICKHY0 MHGOPMALWMIO B BUAE BEKTOPA B TPEXMEPHOM MPOCTPAHCTBE €r0 PeaKTUBHOMN,
pecypcHoi 1 hoHOBOM NpoekLmit. CoaepxaH1eM peakTUBHOIN onepaTuBHO-PO3bICKHON MH(OPMALK SBSIETCS KOMMEKC NPUYMHHO-
CINEeLCTBEHHbIX CBSA3EHA, COMYTCTBYHOLMNX COBEPLUEHWIO MPECTYNEHNNA, 1 UX aHanu3. [ony4YeHne peakTUBHOI MH(OpPMAaLK SBNISETCS
O[IHOW M3 OCHOBHbIX LieNneii onepaTUBHO-PO3bICKHON AEATENBHOCTU. PecypcHas onepaTnBHO-pO3bICKHas MHGOpMaLWMs NpeacTaBnseT
co0oW 3HaHWsl, CBEAEHWS], AaHHbIE, KOTOPbIE NEXaT B OCHOBE OpraHW3aLun SesTeNbHOCTY MO PackpbITUKO U paccnefoBaHnio npe-
CTYNNEeHMIA, NpounakTuke HeraTMBHbIX sIBeHUA. POHOBas MHGOpMaLMs NPOSIBIAETCS MHOr006pa3Hoi MHAOPMALMOHHOI Cpeso,
B KOTOPOW OCYLLECTBMSETCS ONEPaTUBHO-PO3bICKHOM NPOLIECC.

CyLLeCTBYIOLMI B HACTOSILLEE BPEMS B HAY4HOI ITepaType AeATENbHOCTHBIA NOAX0Z AOMYCKAET B KAYECTBE KIH4EBOTO 3BEHa
VCCEOBaHNS BCEX NPOLIECCOB, CBSA3aAHHbIX C NOJyYEHNEM ONepaTUBHO-PO3bICKHOM MHA(OPMAaLMK, BbIBENATL CyObEKT ee nomyye-
HWSl — ONepaTUBHOIO COTPYAHWKA. B pamkax gaHHOro noaxoda OCYLLECTBMSETCS ero B3aMMOLENCTBIE C OKpYXKaloLLern HdopmaLm-
OHHOW CPefjov 1 B 3aBUCYMOCTM OT MOCTABMNEHHOMN LENW NMPUHUMAIOTCS peLeHus Ans ee AOCTKeHUs. B npolecce Takoro B3anmo-
[ecTBNs CyObEKT Co3aaeT MH(OPMALMOHHYI MOLENb CUTYaLUK, aHaNM3MPYs KOTOPYHO NOMyYaeT MH(opMaLto, HeobXoauMyLo Ans
JOCTUKEHUS LIENen 1 peLleHns 3aaady onepaTBHO-PO3bICKHON LesTensHOCTH. Takoih B3rnsg, N0 MHEHMIO psina aBTOPOB, NO3BONSET
npeononeTb CyObEKTMBHOCTL NpoLiecca (OPMUPOBaHNS MHGOPMaLMK, OBBSCHSET, MOYEMY, aHaNN3MPys OAUH U TOT Xe ODbEKT,
pasHble CyObEeKTbI MOTYT MOMY4KUTb Pa3Hyto Mo NONHOTE, 06BEMY W APYrM napameTpam MHGOpPMaLWI.
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[py paccMOTPEHIM BONPOCOB OMepaTUBHO-PO3bICKHOM MHADOPMAaLN BECbMa CyLLECTBEHHON NpeacTaBnseTcs obnacTb ee npu-
MeHeHus. Po3biCkHas AEATENbHOCTb BO MHOTOM COCTOMT W3 aKTOB aHamnuaa UMerLLEencs MHGopmaLmm 1 Bbibopa COOTBETCTBYHOLLWX
eif npueMoB 1 cnocoboB paboTbl C MOMyYeHHbIMU JaHHbIMU. OCHOBY OMEpaTMBHO-PO3LICKHONM MH(DOPMALM MOTYT COCTaBMIAThL Kak
maTtepuanbHble (MPeAMETbI, JOKYMEHTbI, MH(OPMaLMOHHbIE MAcCuBbI, MHbIE 0BbEKTbI OOBEKTUBHOM PeanbHOCTH, KOTOPbIE MOTYT
YMeTb OTHOLLEHWE K MPOTUBOMPABHOM OeSTENbHOCTH), Tak U WAeanbHble (CBEAEHMS, OTPKEHHbIE W 3a(hNKCMPOBaHHbIE B CO3HAHMM
(PUNYECKMX NULL) UCTOYHUKN.

VHcbopmauysl, nomydeHHas U3 ykadaHHbIX MCTOYHWKOB, MOKET NOAPa3aensThCs Ha MHGOpMaLMo, MIMEIOLLYHO TaKTUYECKOe 3Haqe-
HWe, 1 MHGopMaLUo, KOTOPasi MOXKET BMOCMECTBUN CTaTb A0Ka3aTeNbCTBEHHOM Ba3oi. OnepaTnBHO-PO3bICKHAs UH(OPMALWS, UMEtD-
Ljast TaKTUYECKOE 3HAYEHWE, OTHOCUTCS K OPUEHTMPYIOLLEN MHADOPMALKM, MOXET ObITb CMIONb30BaHa NPV NPOBEAEHNM TEX UMM MHBIX
OnepaTVBHO-PO3bICKHBIX MEPOMPUATUIA, CNIEACTBEHHbIX IENCTBIA, OKa3biBaTh BIMSHIE HA CNOCOD WX OCYLLECTBNEHUs. MHdopmaLms,
KoTOpasi B MocrneaytoLLeM MOXET SBUTLCS MCTOYHIKOM AOKa3aTeNbCTB, OTHOCUTCS K (DaKTUYECKUM AaHHBIM, MOMyYeHHbIM OnepaTBHO-
PO3bICKHBIM MyTeM. Takve AaHHbIe MPW COOTBETCTBYHOLLEN MPOLIECCYanbHO NpoLeaype MOryT ObiTb BBEAEHbI B YTOMOBHbINA MPOLIECC.

B HacTosILLEee Bpems CyLLECTBYET MHOIO MOAXOL0B B TPAKTOBKE MOHATUS «ONEpaTUBHO-PO3bICKHAs MHGopmavnsy. Kaxabii uc-
crnepfoBaTenb BbiAENSeT CBOM, NMPELCTABNSIOLLMECT EMY BaXHBIMU YEPThI AAHHO KaTeropuy.

06006LLeHe pa3nnyHbIX TOYEK 3PEHNS MO3BONSET CAENATb BbIBOA O TOM, YTO OMepaTUBHO-PO3bICKHas MHGOPMaLWs NpeacTaBns-
€T cob0i 0BBLEKTVBHYH, AOCTOBEPHYH, CBOEBPEMEHHO MOMTY4EHHYH0 MHGOPMALMIO O NPOTUBOMPABHON LEATENbHOCTH, NPoaHan1avpo-
BaHHY0 W MPOBEPEHHYHO COTPYAHIKOM OMEepaTMBHOMO NOAPa3aeneHns, SBRSHOLLYIOCS OCHOBAHNEM AJ1S MPUHSITUS TAKTUYECKIX PELLEHWH,
a B psfie Cry4aeB Npy COOTBETCTBYIOLLEM MPOLIECCYanbHOM OhOPMITEHIM MOXET CTaTb UCTOYHUKOM A0Ka3aTeNbCTBEHHOM 6asbl.



