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C.B. MunowuH

KAPT-CYET KAK UCTOYHUK ONEPATUBHO-PO3bICKHOW UHOOPMALIK

Peluenune 3agay onepaTBHOrO 0bCMyxnBaHNs 0OBEKTOB SKOHOMMKM, 0BECeyeHne Ha COOTBETCTBYIOLLEM YPOBHE OCBELOM-
NEeHHOCTM nogapasaeneHnin B3N o cocTosiHUM onepaTUBHON OBCTAHOBKM, CBOEBPEMEHHOE BbISIBNIEHME OMPEAENEHHbIX (haKTopoB,
0OBEKTMBHO YKa3blBaOLLMX Ha €€ HeraTuBHbIE M3MEHEHNS, CBA3AHO C NOCTOSIHHBIM MOMCKOM pa3Hoobpa3Hoii Mo CBOEMY coaepa-
HWtO, 06BEMY ¥ Npupoge MHOPMaLMK, a TakkKe NOCTeAYLLMM ee KBanuULMPOBaHHbIM, HAy4HbLIM aHaNM3oM.

[MOCTOSHHO Pa3BUBAIOLLMECS TEXHONMOTMM, C OGHOM CTOPOHBI, COCOBCTBYIOT B KAKOM-TO CMbICIe 0BNErYeHuI0 X3HN Ntoaei 3a
CYET COBEpLUEHCTBOBAHMS CPEACTB 0OLLEHUS, OCYLIECTBNEHNS (PUHAHCOBLIX PACYETOB U T. ., @ C APYroil — ONPEAENEHN0 HOBbIX
BMOB VCTOYHWKOB MHOPMALMK, Ha MOVUCK KOTOPbIX OPUEHTUPOBaHbI CyOBbEKTBI ONEPaTUBHO-PO3bICKHON AEATENBHOCTY.

Tak, Hanpumep, MOBUIbHbIN TenedOoH AABHO YXe CTan HeOTbeMIeMbIM aTpubyTom B 0BLiEHUM NIOGEN Apyr C APYroM, YTO Co-
OTBETCTBEHHO ¢ noauuuit OP[] paccmaTpuBaeTcs Kak OAUH U3 TPALWULMOHHBIX NCTOYHWKOB MOMYyYeHNs HOBOM MHAopMaLmun. OpHako
COBPEMEHHbIE TEXHOMOTMM Y)KE Ha AaHHOM 3Tarne BbIBOAAT MODUNbHbI TenedoH 3a pamMky ero NPUMEHEHNS Kak CPeACTBa pasHonna-
HOBOW CBSA3M, UTO He MOXET BbITb OCTaBNEHO Be3 BHUMaHUs COTPYAHMKOB OnepaTuBHbLIX NOAPa3aeneHni.

B HacToslLee BpeMs CTpeMUTENbHBIMI TEMNAMI Pa3BUBAETCS CUCTEMA PacyeToB MOCPELCTBOM Oe3HANMMUYHbIX NnaTexen, ocy-
LeCTBMISEMbIX NPV MOMOLLM BaHKOBCKMX MNacTUKOBbIX KapT, TEPMWHAMOB, @ Takke CPEACTB KOMMBIOTEPHON TeXHWKK. 1 0bycrnoBneHo
9TO NpEXAE BCETO TEM, 4TO BaHK 1 TOProBbIe CETW MOCTOSIHHO MPOBOASAT BCE HOBbIE MPOrPaMMbl KPEAUTOBaHWS, peani3aLiym TOBapoB 1
YCNyr, NpeLycMaTpuBatoLLye PasnuyHOro pofa NooLpeHmst (GOHyChI), CTUMYNMPYHOLME TpaaaH K pacyeTam B GesHanuyHoi opme.

B cBsan ¢ aTm 6e3 BHUMaHWS He Oblia 0CTaBeHa BO3MOXHOCTb MCMOSb30BaHUS MOOGUIBHOTO TenedoHa B kKayecTBe cpea-
cTBa Ans 6e3HanuyHoM onnatbl He TOMbKO B UHTEPHETE, HO U B 0ObIYHOM Mara3uHe. Peannsauns JaHHOW BO3MOXHOCTW CTana
[OCTYNHOW NOCPeACTBOM BHeapeHust B cMapTdoH dyHkummn Near field communication (NFC), yem-to noxoxen Ha Bluetooth unm
WiFi. TexHonorns no3eonsieT 06MeHMBaTLCA AaHHBIMM MEXAY CMapTOHOM M NaTeXHbIM TEPMUHANOM. YCTaHOBMB CrieLpanbHoe
MpUoXeHue, Nonb3oBaTenb BBOAUT HEODX0AMMbIE AaHHbIE O CBOE DAHKOBCKOM KapTouke, MOCne Yero TenedoH NofHOCTbI0 3a-
MeHsieT DaHKOBCKYIO KapTOuKy.

Texronorns NFC B mupe cywiectayeT ¢ 2011 r., ogHako B Pecnybnuke benapycb BO3MOXHOCTb DECKOHTAKTHbIX MnaTexet
cMapThoHOM cTana goctynHa ¢ 2017 r., nocpeCcTBOM UCronb3oBaHus psgom baHkos TexHonoru Host Card Emulation (HCE).

BblLuecka3aHHOE eLle pa3 nogyepkuBaeT, YTo GaHKK BeyT akTUBHY0 paboTy, HaNpaBMEHHYKO Ha 0TKa3 B AaribHEMLIEeM OT nna-
CTUKOBbIX KapT. ECTECTBEHHO, 3TO CMOCOGCTBYET BO3HMKHOBEHMIO JOMOMHUTENBHON MHAOPMaLMK, OTOBpakaeMoil Ha KapT-cyeTax
thuanyeckux nuy. PassuTve JaHHOW TEHAEHLMM SOMKHO BbITb paccMoTpeHo Yepes npuamy OP[ kak ovepeaHas BO3MOXHOCTb Mo-
ny4YeHnst SOMOMHUTENBHOM MHGOPMALN O CODBITUSX, UMEBLLMX MECTO B XXM3HW ML, NPEACTABNSIOLLEro OnepaTuBHbIN MHTEPEC.

Takum 06pa3som, CBELEHMS O ABKEHUN JEHEXHBIX CPEACTB MO KapT-cHeTaM HeobXoaMMO paccMaTpuBaTh Kak LOMONHUTENb-
HbI UCTOYHWK MHCDOPMAaLK, CNOCOBCTBYIOLLMIA HE TONBKO OBHAPYXEHMO HOBOW, HO W NPOBEPKE paHee NoyYeHHON UHGOpMaLMK.
PacLumpeHme kpyra BO3MOXHbIX UCTOYHUKOB MHADOPMALN MPKM OCYLLECTBIEHNI MOUCKOBLIX MEPONPUSATHIA NO3BONSET 06ECneynTs He
TONBKO NOCTYMMEHUE NEPBUYHbBIX CBELEHWH, HO M Nx Gonee TLiaTenbHY NPOBEPKY, YTO COOTBETCTBEHHO NOMOXUTENbHBIM 06pa3om
CKa3bIBaETCS Ha YPOBHE NOATOTOBKW M NPOBEEHUS ONEPATUBHO-PO3bICKHBIX MEPONPUSITUIA, OCYLLECTBIIEHUS ONEPATUBHO-PO3bICKHON
[EATENbHOCTY B LIENOM.

YK 343.985.8
B.Y. Podesuy

F'HOCEOJIOrMYECKAA CYLLHOCTb UHCTUTYTA CYBBEKTOB U YYACTHUKOB
OMEPATUBHO-PO3bICKHOW AEATENBHOCTU

CoBpemeHHOe COCTOSHME OnepaTNBHO-PO3bICKHO HaykW XapakTepnayeTcs MOMCKOM MHHOBALIMOHHBIX COCOBOB 1 CpescTB no-
BbILLEHNS 3PPEKTUBHOCTI OMEepaTUBHO-PO3LICKHON MPaKTVKK, ee NpaBOBON OCHOBI, PeLLeHNs npobnem MeToaonorN4eckoro, 3a-
KOHOAATEmNbHOTO, 3TUYECKOro M MpaKCKHomnorMyeckoro xapaktepa. OnepaTnBHO-PO3bICKHAs AEATENbHOCTb B YCOBUSX NPOTUBOAEN-
CTBMS COBPEMEHHOI NPECTYMHOCTW HE MOXET pa3BuBaTbCA 6€3 yyeTa YenoBeyeckoro aktopa, KoTopblil B AaHHO! paboTe 1 B 3TOM
crneLmncnyeckoM HanpaBneHni PUCTPYLEHLN UrPaeT peLLatoLLyto ponb. MMetowmecs SOCTVKeHNS B 06NacTy TEOpUN 1 NPaKTUKN
OP[I cospganu npeanockInikv 4115 pa3BUTUS ONepaTUBHO-PO3bICKHON HayKW B LIENOM W ee BaHEMLLMX MHCTUTYTOB, K KOTOPbIM, HECO-
MHEHHO, OTHOCUTCS 1 MHCTUTYT CyObEKTOB 1 yyacTHMKoB OPL.

OTnpaBHO TOUKO B pPeLLeHM NPOBreMHbIX BOMPOCOB METOAOMOTUN YKa3aHHOro MHCTUTYTa SBUNach HeobX0ANMOCTb Pacemo-
TPEHWs CUCTEMHOTO B3aMMOAENCTBIS Chep AesTenbHocTH Yenoseka B OP[], packpbiBatoLLEro BOMPOCH! B3aMOCBS3EM 1 OTHOLLEHMI
WL, y4acTBYIOLWMX B JaHHOW AesTenbHOCTH. Takas cuTyaums obbscHIETCS Bo3pacTaHnem ponu yenoseka B OP[l, Tak kak OH Bbl-
CTynaet B JaHHOM BUAE AEATENbHOCTU OCHOBHBIM 1 CBA3YHOLLM 3BEHOM BCEX MPOUCXOASILLMX B HEW NPOLIECCOB.

Ananus nutepatypbl no npobremam gesTensHoCTH cybbekToB 1 yyacTHukoB OPJ] nokasbiBaeT, 4TO OHa B OCHOBHOM Kacarnachb
y4aCTHWKOB AaHHOTO MpoLiecca B BOMPOCax MPaBOBOro, OpraH13aLMOHHO-TaKTMYeCcKoro ypoBHen ocywectenenns OP[l B npegenax
NPOTWBOAENCTBIMA KOHKPETHbIM BUAAM (rpynnam) NpecTynmeHuit. Y4acTHUKamMu npoLeccoB NpeacTaBnanuch onepaTusHble, BHELL-
TaTHble COTPYOHMKW W LA, OKasblBatoLLMe COAENCTBIME Ha KOH(MAeHLManbHO ocHoBe. COOTBETCTBEHHO NPOLIECC COBEPLUEHCTBO-
BaHus OP[] cBsi3aH bbin ¢ pelueHnem npobnem B AEATENBHOCTM YKa3aHHbIX AL,
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[laHHbIN METOLONOMMYECKMIA NOAXOA, MMEBLLMIA MECTO MHOTUE TOAbI, B YCIOBMSIX Pa3BUTHS NpaBOBOTO perynuposanus OP[, us-
MEHEHMS XapakTepa NPecTyNMHOCTM 1 ApYrux 0BCTOATENBCTB, ABASETCS CAEPXMBAtOLLMM (PaKTOPOM B MPOLECCax COBEPLUIEHCTBOBA-
HWS OYHKLMOHMPOBaHUS CyObeKTOB 1 y4acTHIKoB OP[, Tak kak Takon noaxoz He 0TBeYaeT TpeboBaHNSM BpEMEHU 0 HE0BX0aUMOCTY
MaKcUMarbHoro 3aencTBoBaHus 00LLEeCTBEHHOCTM B pelueHun 3aaad OPJl v adhdeKkTUBHOrO MCnonb30BaHWs BOIMOXKHOCTEN Apyrux
NpaBOOXPaHUTENbHBIX OPraHoB.

B HacTosiLiee Bpems npeAcTaBneHus o nuuax, yyacteyowwmx B OP[, He MMeKT LienbHOro 3aBepLUEHHOr0 Xapaktepa. Takas
CUTyaLys Bbi3biBaeT HEOBXOAUMOCTb TEOPETUYECKOTO 0BOCHOBaHMS BKMKOYeHNs yyacTHUkoB OP[] B eaunHyto ee cuctemy CyObekToB
Y1 Y4aCTHIKOB, 3aKPEMIEHNs AaHHbIX KaTeropuil B 3aKOHOAATENbHbIX aKTax, ONPEAEeNeHUs X MecTa cpeay Apyrnx cyObekToB npa-
Ba. OuyeBnaHbIM npeactasnsetcs, Yto B OP rpynna paccMaTpruBaeMbiX OBHOPOAHbIX 0BLIECTBEHHbIX OTHOLIEHMI HE NOABEPrHyTa
npaBoOBOMY PEryN1pPOBaHMIO.

/3y4eHHOCTb Npobnem aedTensHOCTH Cy6bekToB 1 yyacTHukoB OP[L Hukorga He GyaeT nonHo. TeM He MeHee B 3TOM CIOXHOM
npoLiecce obpallaeTcs BHAMaHNE Ha TO, YTO CTaTyC ykasaHHbIX L, onpegeneH HegocTaTtouHo YeTko. CBA3aHo 3To ¢ psaoM dhakTo-
poB. Tak, COBpPEMEHHas OnepaTUBHO-PO3bICKHAsA NpakTuka onupaeTcs Ha 6a3uncHble nogxogbl coeTckon wkonbl OPL, rae nsyyexue
JesTenbHocTh cybbektoB OPL, Haxoaurnoch W B HACTOSsILLEE BPEMSI HAaXOAMTCS B MNOCKOCTW paccMOTPeHMst paboTbl OnepaTBHOIO
COTPYLHWKA W MWL, NPEAOCTABNSIOLMX MH(OPMALMIO, YTO B COBPEMEHHBIX YCNIOBUSIX HE MO3BONSIET B MONHON Mepe OMpeaenuTb
BEKTOPbI pa3BuUTMs Bcex CyObekToB 1 yyacTHukos OPL.

Onpepenexue nuu, yyacteytowmx B OP[l, B CTPOiHYI0 CUCTEMY MO3BOMUT B MEPCMEKTUBE BbIAENUTb CMOCODbI, XapakTep
CcpeacTBa UCMonb3oBaHUs OTAENbHbIX CyObekToB 0603HaYEHHON eSTENbHOCTY B UHTEPEcaXx onepaTuBHO-PO3bICKHOM NpakTukW. Ta-
Koe pasgeneHve Tpyga AacT BO3MOXHOCTb OMepaTWBHbIM MOApasgeneHnsm BbICTPO M CBOEBPEMEHHO pearupoBaTh Ha 3ampoch
NpaKTWKK, pellaTb B NpeLoCTaBNeHHOM 0Obeme NpuknagHble 3aaadqu, pa3suBaTh COAepKaHne COBCTBEHHbIX HanpaBieHuil paboTl,
cobntopath npasa u coboab! N, yyacTaytowmx B OPL. B cnoxuBLUelics cuTyaumm BO3HWKNA HE0BX0AUMOCTb HayYHOro OCMbICHe-
HWS MHCTUTYTa CyObEKTOB 1 yyacTHUKkoB OP[.

B cBS3 € paciumpeHreM y4acTHUKOB paccMaTprBaeMon AeATENbHOCTU O4EBUAHO, YTO BHUMAHME YYeHbIX MPUBREKatT OTHOLLE-
Hus, BosHuKatoLme B cpepe OPLL, a cogepkaHue NpaBoOTHOLLEHWIA COCTABASIHOT NpaBa 1 0653aHHOCTY ee CyObeKTOB 1 Y4aCTHUKOB.
OpHako 311 cneuuduyeckre HOpMbI paspaboTtaHbl He KO BCEM nuuam. [aHHbIii BOMpOC HeOBX0ANMO PeLnTb, Tak Kak BaXHO He
TONBKO NOKa3aTb ponb y4acTHUkoB OPJ] B onepaTBHO-PO3bICKHBIX MPABOOTHOLUIEHUSIX, HO 1 B AanbHENLIEM YKPENUTb X MPaBOBOM
CTaTyC, a TakKe UCCeoBaThb UX (hyHKLMM, XapaKTep N 0COBEHHOCTW peLlaeMbiX MU 3agay.

B pa3posHeHHbIx Hay4Hbx paboTax 3aTparvBanuCh akTyanbHble s CBOEro BPEMEHU acnekTbl AESTENbHOCTU CyObeKTOB M
yyacTHukos OP[], HO 0CTaBanuch HepeLLEHHbIMU MHOMME BOMPOChI. BbigsukeHue runotes o pa3sutum cybbektos OP[] octaHaBnmBa-
€TCS Ha BOMPOCax COBEPLUEHCTBOBAHMUS UX AEATENbHOCTM NCXOASA U3 UX (PYHKLMOHANBHOTO HadHaueHus. MpeacTaBneHHbIN NoAXoa
CYy)XaeT Npefenbl M3y4eHUs paccMaTpuBaeMblX JINL, YTO Bbi3biBaeT HEOOX0AMMOCTb pa3paboTkv eAMHON KOHLeNLMN, HanpaBneHHoN
Ha athheKTNBHOE (PYHKLMOHMPOBaHME CyObEKTOB M yyacTHUKoB OPL.

[laHHas KoHLenLys MMEeET NPUHLMNWANbLHOE 3HaYeHe 4Ns ONpeaeneHus NyTel Co3LaHUs U AanbHERLero pa3BuTisl MHCTUTYTa
cybnekToB 1 yyactHukos OPL B Pecnybnvke Benapych, a Takke HOBOro noaxoAa B (popMUpOBaHIN (C CAMOCTOSITENBHOM CUCTEMO
B3rNi40B B MOHMMaHWUW COBPEMEHHOTO 0BLLECTBEHHOTO pa3BuTIS) AP EEKTUBHON cuCTEMbI 60PBObI C MPECTYMHOCTLH.

AKTyanusaums ngeu cosgaquns o6beKTMBHOMO B3rnsaa Ha CybbekToB 1 yyacTHukoB OP[l npegnonaraet hopMupoBaHue Ha-
YYHbIX OCHOB WX AEATENBHOCTW. HYXHO Npu3HaTh, YTO MHOTUE NOBEOEHYECKNE CBOMCTBA NIMYHOCTY 3aBUCAT OT OOBEKTUBHBIX Npes-
MOCHINOK, ONPEAENIOLLMX ee AEATENbHOCTb. TEOPETUYECKII aHanU3 AaHHbIX MPEANOCHINOK paboTbl CyObekToB 1 y4acTHuko OP[
Ha OCHOBE COBPEMEHHOIO COCTOSIHWS BOpbObI C MPECTYMHOCTLI0 0BS3bIBAET HAC BbipaboTaTh aAekBaTHbIE Mepbl MPOTUBOAEACTBMS
kpumuHany. Mpy Takux yCroBusiX, Kak BELOMCTBEHHast pa3obLLEHHOCTb NPaBOOXPaHUTENbHBIX OPraHoB; NOUCK KPUTEPUEB OLIEHKM
onepaTueHON paboTbl; Hanu4ne NpoBreMHbIX acnekToB BEAOMCTBEHHOMO KOHTPOMS 3a OCYLLECTBIIEHMEM paccMaTpuBaeMoil Aes-
TENBbHOCTH; CIOXHOCTM MPKU y4acTUM ONepaTUBHOTO COTPYAHMKA B BbIMOMHEHUM MPOLECCyanbHbIX (yHKLMIA, OCYLLECTBASEMbIX UM
kak cyObeKTOM OpraHa [03HaHus; Hanuume npobnem B cTaguy Bo30YXAEHUS YrONOBHOIO Aena; AybnupoBaHne yHKUMIA C Apyrumm
nogpasgenenHuamu OBJ, cywecTyeT He0bx0auMOoCTb B HOPMUPOBAHWM LIENOCTHOM, TOMMYECKN 3aBEPLLEHHON KOHLENLWUN gesTenb-
HocTn cy6bekTo OP[] B COBPEMEHHbIX YCTOBHSIX.
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KNUMAT KAK OB bEKT 9KONOTMMYECKMX OTHOLIEHUM

B HacToslLee Bpemsi OOHOM M3 CaMbiX OCTPbIX AKONOMMYECKMX NPpobnem YenoBeyecTBa CTaHOBITCS Npobrema N3MeHeHus K-
maTa. OfHako 3TOT BOMPOC, N0 HALIEMY MHEHWUO, HE HaXOANUT JOCTATOYHOTO OTPAXEHUS B MPENOAABaHUM SKOMOTMYECKOro npasa.
970 0BbACHSAETCA TeM, 4To B y4ebHON Mporpamme No 3KONOrMyeckoMy npaBy TakoW OTAEMbHON TEMbl HET M TOMbKO HEKOTOPbIE e
acneKTbl U3y4atoTCs B pamkax TeMaTuKN OXpaHbl NECHOTo hOHAA, XMBOTHOTO MUpa, aTMOCEPHOO BO3AYXa 1 030HOBOrO CIIOS.

B nporpamme no npupogopecypcHoMy npasy nofobHas TemaTuka Takke OTCyTCTBYET. YueGHOM nutepatypbl no JaHHOM npo-
Brieme HeOCTATOUHO.

B aT0i1 cBSA3M NpeacTaBnseTcs HeobXxoauMbIM CAENaTh X0Ts Obl 0B HAYYHbIN aHANU3 KNMMaTa Kak 0BbekTa 3KONorm4eckux
OTHOLLIEHNI.

Knumart — 370 MHOTOMETHWIA PeXMM NOroAbl ANs AaHHOTO paioHa 3eMnu, kak 6bl CpeAHAs NOroAa 3a MHOTO feT. TEPMUH «Knu-
maT» 6bin BBeEH B Hay4HbI 060poT 2 200 neT ToMy Ha3aa ApeBHErpeyeckuM acTpPOHOMOM MNNapXoM M 03HayaeT No-rpeyecky
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