COJEPKAHUE

Baautkun A.B. AkTyalbHbIE acleKThl B3aMMOJAEWCTBUSI ONEPAaTUBHBIX
Mopa3eNieHnii OpraHoB BHYTPEHHHX /e ¢ OaHKaMu U HeOAaHKOBCKUMH Kpe-
JIUTHO-(OUHAHCOBBIMU OPTaHHU3AlUSIMH MPH MPOTUBOJCHCTBUH COBITY HapKO-

THKOB B CETH VTHTEPHET ....eevviiiiiiiiiieiieeiie ettt eie ettt se et e eenseennneeneeas 3
Beaescknii P.A. HekoTopble acneKkTbl M TEHAECHLIUU COBPEMEHHOM KH-

OEPIPECTYITHOCTH ....ovieerinieninrereeeteseesestsaetess st sese et sse s s s et sseaestenesesneseeenennenes 5
BecrmanoB B.A. KpnmuHosorndeckue 0cOOEHHOCTH JINYHOCTH HECOBEp-

[ICHHOJIETHHUX, COBEPUIAIONTNX KHOCPIPECTYTITICHI «..vevvenveneenrennreneenieenrenieeneesieennes 8

BodoBnu H.M. O6 oneHke 3¢(peKTHBHOCTH 3alIUTH 00BbekTa HH(OpMa-

TH3aUH
Bo6oBuu HM., HerpoBuy JI.A. O npOrHO3UPOBAaHMH 3AIIUIEHHOCTH

OOBEKTA HHOOPMATHBAIIHH ... ...evveervenrrenreeeensenseensenseessenseensesseensesseensessesssessesssesseensens 12
Boposuk ILJI., Camoiisio B.A. AkTyanbHble METOJOJIOIMYECKUE TOIXO-

JIbI K JICAaHOHUMH3ALUH JIUL, COBEPINAIONINX MPECTYIICHHS C HCIIOIB30BaHHU-

€M KPHITTOBAITEOT ....eeuvveeureeueeenseennseeseesseeeseesnseenseesnseesnseenseessseenseesseesseesnsessnsesnseenne 14
Boposuxk I1.JI. apopManmoHHas 6€30MacHOCTb B YCIOBHSAX IiTo0am3a-

UM MHGOPMAIMOHHOTO MPOCTPAHCTBA: aKTyalbHBIE NMPOOIEMBI M MyTH HX

pCILICHHUS ...
BenruioBckmii B JI. Hexoropsle acneKkTsl I/IH(i)OpMaL[I/IOHHO -aHAJIUTH-

YECKOH JeATeTbHOCTH MPH BBISBICHHH HAPKOMPECTYIUICHNHN ...vcveieiieieieniaae 21
Bunorpanosa O.Il. TakTHKO-KpHMUHAIHCTHYECKHE ACHEKTHI IPOBEIC-

HUs HeBepOaJIbHBIX CIIEJCTBEHHBIX JEHCTBUI MPH paccieoBaHUU Kubepmpe-

CTYTIICHII ..vveeutieiieetieeiieeetteeteeeeteettesste e teesaseesteeseeesaseenseesateensaesnseenseeenseesnsesnseennne 23
laiinean3sinoBa B.P. O nmoaroroBuTensHOM 3Tare ocMOTpa MecTa Mmpo-

HCLIECTBUS B XOJIE PacCiIeAOBaHMs HEMPABOMEPHOIO JOCTYIAa K KOMIIBIOTEp-

HOM MHQDOPMALIIH ....venventitieuienieententtete st eitesteeatesteestesbeesbesbeentesbeebesbeeseesbeenbesbeeneens 26
I'epacumoBa E.B., )KykoBa A.Il. OtaenbHbIe BOIPOCH! 3KCILUTyaTallud
Moyt COOIT UCO MB/I Poccrit «YHACTKOBBIID ......evveeuvenueeienieeienieeienieeneens 29

I'm3atymumn M.I'. HekoTopsle acrieKTEl oprann3anny 00pa3oBaTensHOTO
nporecca 00pa3oBaTeNIbHON OpraHu3aluy B 001acTu obecreueHus kubepoe-
30ITaCHOCTH ¥ IPOTHBOJICHCTBUS KHOEPIIPECTYTHOCTH

FonoBenunk M.I'. KuGepnpecTymHOCTP M SKOHOMHYECKAs IPECTYTI-

HOCTB: TIPOOJIEMBI COOTHOIIECHUS «...uveurerteemeenseententeestenseesesteensesseesesseessesseesesseensens 34
'youu M.B. Teoperuko-puKiIagHble HpOONEMBl MOHATHIHO-KAaTEro-

PHATBHOTO Psiia HHYOPMAITHOHHON OC30TACHOCTH .....evvenveerenreerrenrenneeseesnesesneennes 36
I'yoma M.B., llIxypko JI.A. AkTyanbHbEIE TPOOIEMBI IIPOTHBOICHCTBHS

HaPKOTPECTYMHOCTH B CETH MHTEPHET ...eovvieiiieiiiiiieniie ettt 39
I'ynbko B.B. O KpUMHUHATHCTHYECKOH XapaKTEPUCTUKE CObITa HAPKOTUKOB

C ACTIONIb30BaHHEM HH(POPMALTHOHHO-TEIIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHH ........... 43
Eropos /I.A. O6 nH(popMaTH3aLNN AAMUHICTPATUBHOTO MPOIIECCA ................ 46
Knnxaiimaposa B.A. [IpaBoBble OCHOBaHUS 3aKperuieHHs M HpHoOIe-

HUs 1M POBOH MHPOPMALINK K MaTepraliaM JIEKTPOHHOTO YTOJIOBHOTO JENA ....... 49

3yo6apesa JL.JI. [IpocTpaHcTBeHHAs MOOMIEHOCTh U KUOEPIIPOCTPAHCTBO
KaK HOBas Cpefia MPECTYMHOCTH ...

HBanoBckuii A.B. O0 onieHKe NPUHAIICKHOCTH K COIUATBHON TPYIIIE ........ 54
HUBanoBckuii A.B., [lamkeBuy JI.JI. ckycCTBEHHBIN UHTEIIEKT U Mpa-
BOBOE 00ECIICYCHUE MTPOTHBOACHCTBHUS MPECTYITHOCTH ...vvevveenreveenrereeereeneeasessaeneens 57
HUBanyxa WM.C. [loaroroBka kaapoB MHHHCTEpCTBA BHYTPEHHHUX JI€N
Poccuiickoit ®eneparun B chepe packpbITHs W pacciefoBaHHs KuOeprpe-
CTYTUTCHIH ...euvtiutintieutenteeutenteeatesteestestt et esteeatesbeeabesbeesteebeeabesbeemteabeeabesbeeneesbeenbenbeeneens 59
Komepuos B.B. TexHomornu MamuHHOTO OOYYEHHUs] KaK WHCTPYMEHT
MIPAaBOOXPAHUTENBHON JESITENBHOCTH ...
Kopuees C.A., JlonatbeBckasi J.A. KubepnpecTynmHOCTE 1 HEKOTOpHIE

BOIPOCHI TIOJITOTOBKH FOPHCTOB ....euteeneteeneeesureeeeeeneeesnseenseesneeenseesseesseesnseesseessseenne 67
Kpasen B.B. IIpotuBojeiictBue s3xkctpeMusmy B cetu MUHTEpHET .................... 68
Kyanbmm JI.K. OcobenHoct MonieHHHYeCTBa B chepe MHPOpMAIMOH-

HBIX TEXHOTOTHH ....eutiiieiiiiieitinieetenitet ettt sttt ste et sae ettt et sae e st ene s bt saeennens 71

Ky3pmenkoBa C.B. O mpoTHBOIEHCTBIHM BBICOKOTEXHOJIOTHYHON TIpe-
cTynHOoCTH B cetn MHTEpHeT ...
JlaBpenos B.B., Jloxuuukmuii MA HekoTopsie acnekTbl NpUMEHEHUs
MaTeMaTHIECKOTO MOJIETUPOBAHHS MPH MOCTPOCHUH 3(PHEeKTUBHON cHCTEMBI

MPOTHBOACHCTBUS KHOCPIIPECTYTIIICHUAM ....evvvenreeeenreeeensesseensenseensesseessesseensessasnsens 78
JlaxtukoB [I.H. KuGepnpecTymHOCTh Kak yrpo3a WH()OPMAIMOHHOM

OEBOTTACHOCTH .....euvenventenieitettatentestetestententetesbeste b et esteseebesbe st e b et essestebeesesbenbeneenneneane 80
JlememeBcknii O.0. O HEKOTOPBIX BONPOCAX NPOTUBOJICHCTBUS IpecTy-

TUTCHHSIM B CETH MHTEPHET ...c..oiviiiiiiiiiiniieieitete sttt 83

JlyroBuu II.B. AxTyanpHBIE aCHEKTHl Pa3BUTHS MEXAHW3MOB 3aIUTHI
rpaXJaH IpH peaar3aliuil UMH IpaB ¥ ¢cB0OO] B MHPOPMAIIMOHHON cdepe ...
JyroBuu IL.B., 3bik /I./I. AKTyanbHOCTb HCCIIEHOBaHUS KpUNTOrpadu-

YECKUX METOJIOB 3aITUTHI HHDOPMAIIHH .....vevrenrereeenreneeerenseesenseesessaessesseensessaensens 88
Me3ssik B.FO. HekoTopble acneKThl UCIIOIB30BaHUS KPIMUHAIBHOTO aHa-
JIH32 B OOPBOE C TIPECTYITHOCTBID ....euveeueenrienteteententeententeensesseensesseensesseensesseensesseennes 89

Meabnuk A.A. TeHaeHIIMN pa3BUTHS «HOBBIX MeIUa» B OCIOPYCCKOM
cerMeHTe cetu MHTepHer ...
Mucyn E.H., JlacroBckuii A.A. Ponb npoduaakTuki B MPOTUBOAEHCT-

BUU KHOCPIIPECTYITHOCTH ....veeuvenreerveseesenseessenseensesseessesseensessesnsesseessessesssessesssessasnsens 96
MutpsieB U.C. Bausaaue xubeprnpocTpaHCTBEHHONH aHOHIMHOCTH Ha MO-

THUBAIMIO COBEPIICHUS MPECTYIUICHUH B cepe BHICOKUX [ T-TeXHONOTHH .............. 99
Mopo3oB A.B. AxTyaibHbIE TPaBOBEIE TPOOIEMBI TPODIIAKTHKH U TIPO-

TUBOJEHCTBHS KHOEPIPECTYMTHOCTH B PecmyOnmuke Beaapych ........coceveeveenennene 102
Hacseipos P.P. O npotuBoaeiicTBHN HE3aKOHHOMY 000pOTY HapKOTHYE-

CKUX CPE/ICTB, ICUXOTPOIHBIX BEIIECTB U X AHAJIOTOB ....eouvenrererenrennreieeneeneenenne 105

Hectep U.C. OcHOBHBIE HanpaBlIeHHUS TPUMEHEHUS IIU(YPOBBIX TEXHOJIO-
TUil B IPaBOOXPAHUTENbHOMN EATENBHOCTH ...
HoBakoBa K.A. [Toanuce, BRINOJTHEHHAS HA TUIAHIIETE, KAK OOBEKT KPH-

MHUHATHACTHUECKOTO HCCIIEHOBAHM .. .euvenvtenteseentenstentesseesesssensesstensessseneesseensesnenee 110
Herauukuii C.B. MHCTUTYT crienManbHBIX 3HAHUI B OpPraHU3alUH pac-
KPBITHS U PACCIICOBAHHS KHOCPTIPECTYTUICHIH ...vvevveeerenveeereeeenrenieesenseeaenseenenee 113

204



IMerpoBuu A.A. IloBbllIeHHas! JIATEHTHOCTh MPECTYIUICHHU, COBEPILEH-

HBIX C IPIMEHEHNEM BPEJOHOCHOTO IIPOTPAMMHOTO OOCCHICUCHHS ...vvenveenvennnenne 116
IMerpoBuu A.A., JlaxtukoB [.H. Texnoxnorus Big Data u coBpemeHHbIe
HaTpaBJIeHHs €€ IPUMECHEHHS B IPABOOXPAHUTENEHON NESATETBHOCTH .....convennenne 118

IInkra B.M. HekoTopsle acnekThl paclpOCTpaHEHHs IPOrpaMM-BbIMO-
rareneit
unrommn C. B O HEKOTOPBIX MPObIEMax METOMOJIOTHH KaTerOpHaIbHO
MOHSATUITHOTO ammapara aHAIUTHKA B CHCTEME ONEPaTUBHBIX MOApa3AeIeHHi

121

OPTaAHOB BHYTPEHHHUX JIEIT ...eeeuveeereeureenueeenteesseeaueesneeeseesnseenseesnsessseessessseesnsessnnenns 124
HoaxoBunyenko FO.B. O cnenoBoit kapTuHE B X0/1€ OCMOTpPa KOMIIBIO-
TEPHOI TEXHUKH P PACcCICAOBAHIN YTOJIOBHBIX €T 00 YOHUHCTBAX ...cceveneneene 126

Hoarop:xuukuii [1.0. OTrpannyeHns npeaMeTa KHOepIPECTYIIICHAH OT
HEKOTOPBIX COCTaBOB MNPECTYIUICHUH IPOTHB COOCTBEHHOCTH M HHTEPECOB
CITY>KOBI: BOHPOCHI KBATUQPHKAIIHH ....ceuvenveeneeseenrenstetenstensesssensesseensessensesseensesssenee 129

CanykeBn4 A.A. [Ipu3Haky W BOIPOCH KBATU(DHKAIWMN TPEBHIMICHHUS
BJIACTH WJIH CITYXXEOHBIX MoJHOMOYHH (cT. 426 YromoBHOro Kogekca Pecmy0-

JTIKH BEITAPYCD) evevvievieiieiieieeeieitietertestte e st ete st et e s teente s st ensesseessesaeensessaensesseensenee 132

Cepena A.E., Jlysrun WU.U. I'eorpaduueckoe mpopuanpoBaHue B pac-

CJI€ZI0BaHUU NPECTYIUICHUH ... ...135
Caammmann O.A. Bupryannsanus KpUMAHATHCTHYECKHX 00pa3oB, MOITy-

YEHHBIX C JIEKTPOHHBIX HOCHTENIeH MH(OPMAIMHU, U3BATHIX 10 yYrOJOBHOMY

TICITY euttutenteeutenseeuteteeutenbees e e teebe e bt ehe et e eb e et e s h e e st e eb e ea b e eb e en b e bt et e bt ea b e nb e et e sbeeneenbeeate e 138
Coboaescknii E.H. HexoTopsle acniekTsl UCIIONB30BaHus ceTH IHTepHET

B KOHTEKCTE MHOOPMAINOHHON OC30TTACHOCTH ......eeuveeeenreniienieniienieniienieeseensenanenee 141

Copoknn M.H., Padenko JI.C. TexHOnOruu UCKyCCTBEHHOTO UHTEILIEK-
Ta B pa3BUTHHU aHATUTUKHU 10 HHYOPMALTMOHHOH 0€30MacCHOCTH
Copokyn H.C., Kapanersn P.A. BriaBneHue u ycTpaHeHUe INPUYUH U
YCIOBHH COBEPIICHUS TPECTYIUIEHHH B cdepe HHPOPMALHOHHO-TEIEKOM-

MYHHKAI[HOHHBIX TEXHOJIOTHI KaK OCHOBA NPOQHUIAKTHKU TaKUX NETHUH ........... 147
Tapacos II.A. O TpaxIaHCKO-IIPAaBOBOM O0ecHeYeHUH HH(OPMAINOH-
HOM O€30TTACHOCTH ...ttt ettt sttt eseseenn 153

Tecaénok A.1O. [IporpaMMHO-TeXHHUYECKOE OOECIIEUCHUE, HCIIONb3Yye-
MoO€ IIpU COBEPILEHUU OPraHU3alMy HE3aKOHHOM MUTpaluy .
Turos I1.M. PaccMoTpeHue yroioBHBIX J1€1 YaCTHOTO 06BI/IHCHI/I$I cyna-

MH C UCTIOJIb30BAHUEM IUMPPOBBIX TEXHONOTHH ....ecvvevirienriiiienieirenteienseneenseneeneenes 158
Tykano A.H., Kopoas C.B. O HEoOXOIMMOCTH COBEpIICHCTBOBAHUS
MPOTHBOACHCTBUS KHOCPIIPECTYITHOCTH ...vvvenerenreesrersenseenseessensesssensessessesssensesssenee 160

YperenoBa /I./1. AkTyanbHble IpoOIeMBl IPH pacciIeOBAaHUU HPECTYII-
neHul B cetu MIHTEpHET
®omuna U.A. Tumonorust TMIHOCTH KHOSPIPECTYITHNKA IO TTapaMeTpam
HATIPABIIEHHOCTH ...vvevteeneieenteeeeesnteenteessteensaesnseenueesseesnseesseesnseesssesnseesseesnsessseesnseennes 165
Xamuayanaun P.C., CtapoBepoB A.A. BersiieHne He3aKOHHOTO TPHOO-
peTeHnst U COBITa OTHECTPENHEHOTO OPYXKHs, COBEpIIAEMOro 4epe3 TEHEBHIC
PECYPCBI CETH MTHTEPHET ...c.eeviiuiiiieiiiiieieeiteie sttt ettt ettt 167
XapeBuu [I.JI. O mopsiike OCyIIECTBICHUS HEKOTOPBIX AEHCTBUH WH-
(opManMoOHHOrO XapakTepa B XOJe HerJIacHOTro pacciienoBanusi B Denepa-
TUBHOU PeCTTYOIMUKE [@PMAHIS ........eveeeieniieiieieeeieieeiteie ettt eeeseeeee e ee 171

Xuaye A.M. TenaeHuuu pa3BuTHs U HHHOBALIMU B METO/IMKE pacciieioBa-

HUS HECAHKIUOHHUPOBAHHOTO JIOCTYIA K KOMITBIOTEPHON HHOOPMAIHUH ............... 174
Xonacesnu A.B. KpunroBaiioTa kak npeaMeT MpecTyInHoro nocsraTelib-

CTBa MO JeJaM O XHIIEHUSIX UMYIIEeCTBa IMyTeM MOAU(HKAIMU KOMIBIOTEp-

HOM MHDOPMALIHH .....vevvenreeienieeiienieeeeeteetensesseeseessessesseesessaessesssessesssessesssessesssenee 177
YexoBuu A.A. HekoTopble acnekThl ONEpPaTHBHO-PO3BICKHOTO MPOTHUBO-

JIeHCTBUSI HECAHKIIMOHMPOBAHHOMY JIOCTYITYy K KOMITBIOTEPHON HH(POPMALUH ..... 180
HIanarunoBa O.B., MazanoB H.II. IlHHOBalMOHHBIE MTOXO/bI B ITOATO-

TOBKE CHENUAIUCTOB B chepe MPOTHBOACHCTBUSI KHOCPIPECTYITHOCTH ...........en.e 182
lepb6akos U.0. OcMOTp KOMIBIOTEPHBIX YCTPOWCTB IpU paccieoBa-
HUM KAOCPTIPECTYTIICHIE ...vvevveevrerrereeeseeeesesseenseessessesseensessessessessesssessesssessesssenee 185

IOraii JI.}O. HexoTopble aclieKThI HCIIOJIb30BaHUSI HHHOBALMOHHBIX TEX-
HOJIOTHH OMOMETpHYECKOil MAEHTH(HKAIMY JIMYHOCTH B NPOTHUBOJCHCTBUH
MIPECTYIMHOCTHU: ONBIT PECITYOMUKHI Y30CKUCTAH .....covverueenriniieiiniienieeienieeeenieenenee 188

SAxekuk J.C. O ponu cepBrucoB 0e3HATMYHON OIUTATHI TOBApOB U yCIYT
JUIst (GPU3HYECKUX JIUL B IPOTUBOICHCTBUH KHOEPMOIICHHUYECTBY ... .

SAnuypeBuu K.B. OOGecnieuenne kuOepOe30mMacHOCTH KaK BaKHBIN diie-

MEHT Tporiecca ()OPMHUPOBAHUS M Pa3BUTHSI MH(POPMAIMOHHOTO OOLIECTBA B
PECIIYOIHIKE BEIAPYCD ..eevvivieniieiienieieieiieieieeeteieeetesteeste e eae e snsesaeeenesseennesaeenneee 194
CBEIEHHUS 00 ABTOPAX ....oooiiiiiieiieeiieetieeteentteeteenteeeteeseeesseesseeeseesnnesnseennne 197




